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- W%iBiEM ( Abstract syntax tree)

void fool()
{

int x = source(); int

{
int y = 2 * x;
sink(y);

VN
(carL )

source

Source code Abstract syntax tree (AST)



BNl ==

- EHRE (CFG) SERKFIE (PDG, WIEIRAKRE )
(ENTRY )
v{f
int x = source() int x = source()

void fool()
{ | D‘_/\DK\

int x = source(); if (x < MAX) / ‘ '

1f (X < MAX) :> vrrue if (x < MAX) ~ Crye == int y = 2 * x

{ .
int y = 2 ¥ X3 int y =2 * x \\\r‘
sink 3 e Jalse e

sink(y)

Program dependence

Source code Control flow graph (CFG) graph (PDG)
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- f{1B3EH*E ( code property graph, CPG)
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—> AST edge
—» CFGedge
—> PDG edge

source 2 X

Code property graph
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- f{BB3% R (code representation) :
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70 =] -
— JRIBIEIRE:
Input | Step I: Extracting library/AP1 | Step Il Generating code | Steplil: Transforming code Step IV: Training BLSTM Output
function calls and the gadgets and their ground gadgets into vectors neural network
corresponding program slices | truth labels

from training programs

arguments of the [Token | Vector

library/API function calls

Code gadget 1
Code gadget 2
Code gadget 3
Code gadget 4
Code gadget 5

. Vector of symbolic
me[un L3 representation
V,
- - > Vi, Vi, ***, Virl
int Vi
argc Vig

lolol=lof=
|

N | Step I.1: Extracting | Step I1.1: | Step Ill.1: Transforming Softmax
Training I library/API function | > Assembling > code gadgets into layer
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— B EH A S R, IRENESUK S E T XEE T

: void main(}{
char data[5] = "AAAA";

-+ Control dependence
—= Data dependence

1
2
3:  data[4] ="\05 1: void main() Statement
4:  char dest[5] =""; 2: char data[5] = "AAAA"; [ Statement
5: intn; 3: data[d4] ="\0";
: "%ed" ; 4: char dest[5]="";
° :_-;canfl{ %d", &n); Lo 5] 2: charvarb_0[5] = "AAAA";
7 iffln<=4 && n > 0){ 5 intm; o b 1[5] = ™
8 strncpy(dest, data, n); istrncpy(dest, data, n); 6: scanf("%d", &n); _;\>5: char "-'abr 5
9: dest[n] = "\0'; 7: ifln<=4 &&n>0) : intwvarb_
. . . 6: scanf("%d", &varb_2);
10: printMsg(dest); 8: strncpy(dest, data, n); :
11: } 9: dest[n] ="\0"; 7: if(varb_2 <=4 && varb_2> 0)
12: else 10: printMsg(dest); 8: strncpy{v?_rb 1, varb_0, varb_2);
13: printMsg(dest); 15: void printMsg(char® msg) 16: |f{uarb“3 r'iULL]
14: } 16: if(msg != NULL) 17: printf("%s\n", varb_3);
15: void printMsg{char* msg){ 17: printf{"%s\n", msg); -—
16: if(msg = NULL) —_—
17: printf{"%s\n", msg); Code gadget
18:} . e
] Step 1.2: identifying . . . .
Program source code Step I.1: generating  library/API function Step 1.3: extracting code gadgets starting with

SDGs calls library/API function calls Step IV: generating code attentions corresponding to code gadgets

(a) generating code gadgets (b) generating code attentions
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Decl
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F1i%3, #A LLVM ial&R3k 55 S RLi9%RoR

- TR
- LLVM: Rty —EPuIPiE{ B miFR iz miFERE RN,

- PiEIERR (Intermediate Representation, IR) , REIFHIIGIES &REH
j@pY E—FPBIIR .
— JRIBIESRE:
C/C++ ( y
il — 1-\Vi
FORTRAN _an Iﬁontertua:l RN Malicious Code Detection Anti-Virus
Python OWRTapil = N —————
J:va ,:-,r ()(FG) _— Guided Programming IDE
CUDA g - _— Code Optimizati
o R - ’L ptimization Compiler
OpenCL R RNN I Hardware Mapping
Source SSA R)epresentation Neural Code High-Level Tasks
Code (LLVM IR) Comprehension
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« i3I FRL:

double thres = 5.0;
if (x < thres)

LLIT
1T

. ETXRE ( Contextual Flow Graph)

X =y *y;
else

X = 2.0 % y;
X += 1.60;

(a) Source code

%cmp = fcmp olt double %x, 5.0
br 11 %cmp, label %LT, label %GE

LT:
%2 = fmul double %y, %y
GE:
%3 = fmul double 2.0, %y
AFTER:
%4 = phi double [%2,%LT], [%3,%GE] 0
%5 = fadd double %4, 1.0 %AFTER

LLVM IR Dataflow basic blocks Contextual Flow Graph
22
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o RiEARCIS IR short add (short b) {
- RBKEE: EREEEENELLE, FWBRIESHFS (Natural e

1
2
3 if (b>0){
4 =a+b;
Code Sequence, NCS) S b;
« = CPG + NCS = AST+CFG+EDG+NCS 6  retuna;
7}
CFG Entry
| r—-————"~>F~FF~~""">"""7"rT"r/ /777> - - - 1
v I v
short add(shortb): short a=32747: o If(b>0): . a=a+b: =" return a:
FunctionDef IdentifierDeclStatement IfStatement Assignment RetumStatement
A - ‘ ' ‘ ' e ¢ i |I
short short b short a a=32747 b>0 a+b a I
ST I Parameter ' |dentifierType " |dentifier Assignment Condition identiier AddExp Identifier
L L] LN
short b a a=32767 b b .
Parameterlype == Identifier Identifier PrimaryExp Identifier Pnn’rcryExp Jdennﬁer Idenfifier CFG Exit
AST Edge  —---mmreemee- > CFGEdge ———-—+ DFG Edge NCSEdge ——>>
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