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« One Pixel Attack
FGSM
JSMA
DeepFool
Papernot Method
CW (The Carlini and Wagner)
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— Delving into Transferable Adversarial Examples and
Black-box Attacks
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« MFGSM
— Adversarial examples for malware detection (2017)
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Algorithm 1 Crafting adversarial examples for Malware Detection
Input: x,y, F, k, I
1 x* «x
2: I'={1...|x|}
3: while arg max; Fj(x") # y and |[0x|| < k do

4: Compute forward derivative VF(x")
. OF y (X)

o: lmaxz = Arg MaX;c par, X,;=0 "X,

6: if i,pae < 0 then

7 return Failure

8: end if

9: x; =1

10: Ox &— x" —x

11: end while
12: return x*
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- MAPI
— Generic Black-Box End-to-End Attack Against State of
the Art API Call Based Malware Classifiers (2018)
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RFRKIBD5R (papernot method)

Oracle DNN O
Substitute Training 2
Dataset Collection g S ,/ : !()(Sp) °
0
\p Substitute Dataset Substitute DNN F Jacobian-based
Labeling S Training F Dataset Augmentation
p
? Substitute DNN F pep+l
Architecture Selection r 2 =
Sps1 ={T 4+ Mpt1 - sgn(Jp[O(2)]) : T € S,}US,

Figure 3: Training of the substitute DNN F: the attacker (1) collects an initial substitute training set Sy and (2) selects

an architecture F. Using oracle O, the attacker (3) labels So and (4) trains substitute F. After (5) Jacobian-based dataset
augmentation, steps (3) through (5) are repeated for several substitute epochs p.
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Labeling S Training F Dataset Augmentation
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Figure 3: Training of the substitute DNN F: the attacker (1) collects an initial substitute training set Sy and (2) selects

an architecture F. Using oracle O, the attacker (3) labels So and (4) trains substitute F. After (5) Jacobian-based dataset
augmentation, steps (3) through (5) are repeated for several substitute epochs p.
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Algorithm 2 Adversarial Sequence Generation

Input: f (black-box model), f (surrogate model), x (malicious sequence to perturb,
of length 1), n (size of adversarial sliding window), D (vocabulary)
for each sliding window w; of n API calls in x:
w;* = wj
while f(w}) = malicious:
Randomly select an APT’s position i in w
# Insert a new adversarial API in position i € {1..n}:
w;[i] = argmingp ||sign(w;" — wji[l : i = 1] L api L wifi : n —1]) —
sign(J;(w;)[f(w;)))|
Replace w; (in x) with w;*
return (perturbed) x
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Algorithm 2 Adversarial Sequence Generation

~

Input: f (black-box model), f (surrogate model), x (malicious sequence to perturb,
of length 1), n (size of adversarial sliding window), D (vocabulary)
for each sliding window w; of n API calls in x:
w;* =wj;
while f(w}) = malicious:
Randomly select an APT’s position i in w
# Insert a new adversarial API in position 7 € {1..n}:
w;[i] = argmingp: |[|sign(w;™ — wi[l : i = 1] L api L wi[i : n—1]) —
sign(J;(w)[f(wy))l
Replace w; (in x) with w;*
return (perturbed)
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« FGSM vs MFGSM
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« MFGSM vs MAPI
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o N7 PRSI,

— ANIEIRBIZR S (Face Recognition)

— 1B 9 EIMZE(Semantic Segmentation)

— BfEMZESE(Object Detection)

— BSAIESR/0E (Natural Language Processing)
— EEHFE(Malware Detection)

— 3B{¢E3)(Reinforcement Learning)
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