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— Zhang Guoming, Chen Yan, Ji Xiaoyu, et al. DolphinAttack:Inaudible voice
commands[C].CCS2017
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— Xiao Qixue, Chen Yufei, Shen Chao, et al. Seeing is not believing:
Camouflage attacks on |mage scaling algorithms [C] USENIX 2019
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(a) Image scaling.

(b) Interpolation in scaling.
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— Yang Guolei, Gong N Zhengiang, Cai Ying. Fake covisitation injection
attacks to recommender systems [C] NDSS 2017
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Imperceptibly modified
Tiny adversarial perturbation. image, classified as a gibhon
with 99% conridence.

Original image classified as a
panda with 60% confidence.

23



RS

y = wl xx

x' =x+t
o WT*X'= WT*X+WT*t

SWHItHESIRARS, BMERIMAED, FRIMERBRAN

Lets fool a binary linear classifier:

x [2 [2[3 [2 |2 [2 |* |* |5 |' |+ inputexample

w [ | <~— weights

15 |-15 (35 |-25 |25 |15 (15 |-35 |45 |15

adversarial x

class 1 score before:
2+1+3+2+2-2+1-4-5+1=-3

=> probability of class 1 is 1/(1+e*(-(-3))) = 0.0474
-1.5+1.5+3.5+2.5+2.5-1.5+1.5-3.545+1.5=2

=> probability of class 1 is now 1/(1+e”*(-(2))) = 0.88
i.e. we improved the class 1 probability from 5% to 88%

Ply =1 | ) =
1+

T
—( o ey =g(w' z+4b)

24



RS

o XIPFEAILTEAMI-FGSM ( Fast Gradient Sign Method )
— Goodfellow | J, Shlens J, Szegedy C. Explaining and harnessing adversarial
examples[J]. arXiv preprint arXiv:1412.6572, 2014.
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FGSM ( Fast Gradient Sign Method )

n = esign (7.J (6,z,y))
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TREA 27
— FREDRIKSON M, JHA S, RISTENPART T. Model inversion attacks that exploit

confidence information and basic countermeasures[C] CCS 2015

Algorithm 1 Inversion attack for facial recognition models.
function MI-Faci(label, o, 3,7, A)
c(x) =1 — flaper(x) + AUXTERM(X)
x0+— 0
fori+1...axdo
X; «+— PROCESS(x;—1 — A - Ve(xi—1))
if c¢(x;) > max(e(xi-1),...,c(xi—3)) then
break
if ¢(x;) <~ then
break
return [arg min, (c(x;)), miny, (¢(x:))]

cERENsSgswy =
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