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— B&EFE (Vulnerability) R4 TERIT. FFAEBBEIIFEFFERE 1= (Error)
MSEAYEE (Flaw) BUSEFl, FIFRRIERLUER R L B E R iITERER,
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/ /STACK_OVER_FLOW HiR: BUaESBYIRAR

void stack over flow(unsigned char* data)

{

RPE: AIRESERE M Ximt

unsigned char buffer BUF LEN] : =iE: oI RE R CIEHT
//ENEEZEMKX

strepy ( (char*)buffer, (char%)data):
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- ImiRRE
— CWE,
RS

ECE % (CWE-16)
Configuration

£(Common Weakness Enumeration): R

168 FRERPE T

XA (CWE-119)

EilmiR R

BT (CHE-
134)

Format String

TSN (CWE-TT)

Command Injection

0S Command

B4 (CWE-79)

BREEHR (CVF-399) ButE
Resource Management Errors
HEAN (CHE-T4)
Injection
WAL (CWE-20)
Improper Input Validation PeiZiMF (CWE-22)
Path Traversal

#Hr iR (CWE-189)

Numeric Errors

JREERE (CWE-59)
Link Following

{5 RittdE (CWE-200)

P A

ARRG [ (CWE-17)
Code

Information Exposure

FZELE 8 (CWE-287)

Authentication Issues,
Improper Authentication

E R AT S € E A S
(CWE-345)

lnsufﬁclent Venﬁcatlon

e

Cross-site Scripting

Injection

REGHEN (CWE-94)
Code Injection

SQL{FA. (CWE-83)
SOL Injection

IR IE (CWE-352)
Cross-5Site Request Forgery
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. ZHXiE1R (CWE-119, Buffer Errors)
- B EARZFE P X LR TR EIERE S NE P XAIFEA R LAIMINEF A E.
- f=%:
« CWE-120: Buffer Copy without Checking Size of Input, E#IFZEIEEA/
CWE-121: Stack-based Buffer Overflow, %@z
CWE-122: Heap-based Buffer Overflow, &t
CWE-125: Out-of-bounds Read, #h57iE
CWE-787: Out-of-bounds Write, #5{5
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int foo(char *str, size t n) int foo(char *str, size t n)
{ {
char buf[BUF SIZE], *ar; char buf[BUF SIZE], *ar;
_EEERE len = strlen(str); size t len = strlen(str)s
i 1f(Ten >= BUF_SIZE) return ERROR;: iif(len >= 2*BUF_SIZE) return ERROR;!
{ memcpy(buf, str, len); i imemcpy(buf, str, len); |
ar = malloc(n); ar = malloc(n);
if(/ar) return ERROR; if(!ar) return ERROR;
} }
Non-vulnerable Program Vulnerable Program
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- REEEER ( CWE-399, Resource Management Errors)
_ RPN RASE (I, BESE, THE) (RN,
- f=%:
« CWE-401: Missing Release of Memory after Effective Lifetime, RAFitE
« CWE-415: Double Free, —IR¥EmK
CWE-416: Use After Free, BEREFEH
CWE-590: Free of Memory not on the Heap, BIHAEHE FHIRNE
CWE-761: Free of Pointer not at Start of Buffer, FEHEEEAEE PXL
CWE-762: Mismatched Memory Management Routines, ARICERHIREFEETER
HF2 ( malloc/free 5 new/delete ;ER)
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char* getBlock(int fd) {

char* ptr = (char*)malloc (SIZE); char* buf = (char*) malloc(BLOCK_SIZE);
if (Ibuf) {
if (abrt) { } return NULL;
free(ptr); if (read(fd, buf, BLOCK SIZE) != BLOCK SIZE) {
} return NULL;
T }
free(ptr); return buf;
}
Double Free Memory leaks
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- BT REZIEAERIEENGE - VulDeePecker
- lﬁml\{ZIKﬂij?JE

Input | Step I: Extracting library/API | Step II: Generat_ing code | Step lll: Transforming code Step IV: Training BLSTM Output
function calls and the gadgets and their ground gadgets into vectors neural network
corresponding program slices | truth labels

. from training programs

. | Step I.1: Extracting | Step I1.1: | Step Ill.1: Transforming | Softmanx
Training | library/API function | > Assembling -+ code gadgets into || taver
programs T’ calls from the training | | [~ |Program slices into | symbolic representations || 2ense BLSTM neural
(i.e., programs code gadgets layer _ network with
software | | + | + | I fine-tuned
programs Step 11.2: Encoding the BLSTM| model
for training | | | : . |
deep Step I1.2: Each code symbolic representations of layers | parameters
. - code gadgets into vectors
learning ||, | Step |.2: Extracting | gag%‘?:‘l,,'zlra%eﬂe‘i | The Swﬁboli | m
neural | program slices | | representation of |
networks) N | corresponding to the | | Code gadget | Label | the jth code gadget |
arguments of the Code gadget 1 1 Token [Vector]  \/.ctor of symboli
- | library/API function calls | gggg:ggﬂgg 2 | m?i“ Vi represen%ratiocr)llc |
- L) .
Tode gadget 4 0 T v.: 2 Vi, Vi, ***, Vi
| I Code gadget 5 0 I argc Vig | I

At

S
v
v

> 1REY)|

x > i
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1 void I |

2 test(char*str) e

3 { | I The backward function call strcpy has two arguments,

4 int MAXSIZE=40; strl buf and str, each of which leads to a backward slice.

5 charbuf[MAXSIZE]; | The dice corresoonding to buf congsts of

6 pondingto buf consists of statements

7 ifllbuf) | | belongingto the user-defined function test (indicated

3 return; | str I main()] bya dashed redangle).

9  strcpy(buf, str); /*string copy*/ The dice correspondingto strconsists of statements

10 } test() | @ | sa ttered in two user-defined functions, main and

11 [ =— | I test, which are also indicated by dashed rectangles.

12 int str

13 main(int argc, char**argv) o I

14 ) Backward I | | @ | e —— — — —— —

15  char*userstr; function call | buf d 13 main(int argc, char **argy) |

16 | — WSt 15 char *userstr; main()

g 'ﬂargc>51t) t - §> 9 strepy (buf, str); | e | | 18 userstr=argv(1]; |
userstr=argv[1]; /*string copy*/ US_IE.E(Q.LE S e e o o

19 test(userstr); | bufl I I test() [2 test(char *str |

20 str 4 int MAXSIZE=40; test()

21  returnO; | | ] | |5 charbuf[MAXSIZE]; |

22 ) | A 1. strepy(buf, str);/*string copy*/_

\/_\ Step I.1: Extracting Step 1.2: Generating Step Il.1 Assembling slices

Program source code library/API function slices of arguments in into code gadgets
calls library/API function calls 18
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+ FUETUERIE: XHEAPI
- CWE-119 (R X5EiR)
« gets, scanf, memcpy, memmove,
« istream.read*, SendMessage,
- CWE-399 (RIREEFEIR)
« free, delete, new, malloc,
« strdup, sprintf,

CWE ID

C/C++ library/API function calls related to vulnerabilities

CWE-119

cin, getenv, getenv_s, _wgetenv, _wgetenv_s, catgets, gets, getchar,
getc, getch, getche, kbhit, stdin, getdlgtext, getpass, scanf,
fscanf, vscanf, viscanf, istream.get, istream.getline, istream.peek,
istream.read®, istream.putback, streambuf.sbumpe, streambuf.sgetc,
streambuf.sgetn, streambuf.snextc, streambuf.sputbacke,
SendMessage, SendMessageCallback, SendNotifyMessage,
PostMessage,  PostThreadMessage, recv, recvirom, Receive,
ReceiveFrom, ReceiveFromEx, Socket.Receive®, memcpy, wmemcpy,
_memcepy, memmove, wmemmove, memset, wmemset, memcmp,
wmememp, memchr, wmemchr, strmepy, _strnepy®,  Istrepyn,
_fesnepy®, _mbsnbepy®, _wesncpy*, wesncpy, strncat, _strncat®,
_mbsncat®, wesncat®, bcopy, strepy, Istrecpy., wcscpy, _tescpy,
_mbscpy, CopyMemory, strcat, lIstrcat, Istrlen, strchr, stremp,
streoll, strespn, strerror, strlen, strpbrk, strrchr, strspn, strstr, strtok,
strxfrm, readlink, fgets, sscanf, swscanf, sscanf_s, swscanf_s, printf,
vprintf, swprintf, vsprintf, asprintf, vasprintf, fprintf, sprint, snprintf,
_snprintt®, _snwprintf®, vsnprintf, CString.Format, CString.FormatV,
CString.FormatMessage, CStringT.Format, CString T.-FormatV,
CStringT.FormatMessage, CStringT.FormatMessageV, syslog, malloc,
Winmain, GetRawlnput*, GetComboBoxInfo, GetWindowText,
GetKeyNameText, Dde*, GetFileMUI*, GetLocaleInfo*, GetString™,
GetCursor*, GetScroll*, GetDlgltem*, GetMenultem™

CWE-399

free, delete, new, malloc, realloc, calloc, _alloca, strdup, asprintf,
vsprintf, vasprintf, sprintf, snprintf, _snprintf, _snwprintf, vsnprintf

19
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FEFIAL:

AR

— 51

13 main(int argc, char **argv)

15 char *userstr;

18 userstr=argv[1];

19 test(userstr);

2 test(char *str)

4 int MAXSIZE=40;

5 char buf[MAXSIZE];

9 strepy(buf, str); /*string copy*/

13 main(int argc, char **argv)
15 char *userstr;

18 userstr=argv[1];

19 test(userstr);

2 test(char *str)

4 int MAXSIZE=40;

5 char buf[MAXSIZE];
9 strcpy(buf, str);

Inp ut: code gadget (from Step 11.1)

(1) Remove non-ASCII
characters and comments

v

13 main(int argc, char **argv)
15 char *VAR1;

18 VAR1L = argv[1];

19 test(VAR1);

2 test(char *VAR2)

4 int VAR3=40;

5 char VAR4[VAR3];

9 strcpy(VARS5, VAR2);

13 main(int argc, char **argv)
15 char *VAR1;

18 VAR1 = argv[1];

19 FUN1(VAR1);

2 FUN1(char *VAR2)

4 int VAR3=40;

5 char VAR4[VAR3];

9 strcpy(VARS5, VAR2);

(2) Map user-defined variables

(3) Map user-defined functions
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- Ezgiggé: 44 2
. tokens 51 strepy(VARS, VAR2);
« ERRITRA 4

_ {jt,‘ﬁ‘\ “Strcpy” : CC(J? : CCVARS” j‘ “,” : CCVAR2J? : CC)J? : and C(;D? )
- SCHLiRIER JEALES tokens F51

- ﬁ%/‘f—\__'\

- BT EE S CRERAYEEIRE

21



FARE

. s

meh R
— £BE (Buffer Errors) #1IRM (Resource Management) ##E&E_FRISCIREER
Dataset FPR(%) FNR (%) TPR(%) P(%) F1(%)
BE-ALL 2.9 18.0 82.0 91.7 86.6
RM-ALL 2.8 4.7 95.3 94.6 95.0
HY-ALL 5.1 16.1 83.9 86.9 85.4
- SHETFRINLEER
Method FPR (%) | FNR (%) | A (%) | P (%) | Fl (%)
Flawfinder 21.6 70.4 69.8 22.8 25.7
RATS 21.5 85.3 67.2 12.8 13.7
Checkmarx 20.8 56.8 72.9 30.9 36.1
VUDDY 4.3 90.1 71.2 47.7 16.4
VulDeePecker 2.5 41.8 02.2 78.0 66.6
SySeVR-BGRU 1.4 5.6 08.0 00.8 02.6

22



FARE

. ETFRSITREREIER - TBCNN
— RiAiEsE Decl
- . . — TypeDe{ \BinaryOp
HIETRGE | Inta=b+3; | /N

& max fully fully
- pooling connected | |[connected
_ — — — — softmax

=AYl

Dynamic Hidden  Output
pooling

e —— 2%EE — Wi

23
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— 5l
void foo()
{
int x = source();
1f (x < MAX)
{
int v = 2 % x;
sink(y);
}
}

Source code

int

/\

(CALL)

source

Abstract syntax tree (AST)

24
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o FiullZx
- BBY: FEFRAE tokens BIEERT.
- B2 I IREREMEFIRFITRSR
vec(p) &~ tanh (Z% liWeode,i - vec(c;) + bcode)
— TVIAA:
« p: IEHFER
- C: PHERFTIR
» vec(): TEERA
« Nf: BHEHEE
- W: N EEFERE
— i

Abstract syntax tree (AST)

P = Weombl - VeC(P) + Weombz - tanh (Z liWcode,i : VEEC(:IU?;) + bcode)
' 25
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* *X\j%*/ﬂ\ ////, \\\\\
- BAY: SRBGERMRERT 7 [eee] X

- BE: MBSO SHMAT AIEE Teee|[eee| @88l

— AT
EBU 'I:I:II : iy o 7'——--/1‘\-<—-‘;x-\=
L] / \ \
// > \
A

n AIEXXIRN
y = tanh ( E - Weonv,i - @i + bcom,) Bty [a—"
1=1 [
Tree-Based
Convolution
@ ®
N
® ® L
Max Pooling 1
@ ©
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« SCIGZER
1. —
ArrayDecl P
I_I FuncDecl 0.8!
PtrDecl . /
I_ BI‘E?I]( 0'0.6
| L While = .
| EoWhile E 0.4 Pretraining
or ['[=
If = No Pretraining
0.2 | Traini -
| Constant | ;{r -~ Vra;lgulg acc.
ID _/ | —_Validation acc.
' | — Binayo 0.0 10 20 30 40
of Epochs
— ArrayRef P
ASTH REIEFRTHDEERE B 7SI ZRET a9 S BRI LY

27



o« TEmEXIEL
— HEFRIEtokensFARYRIRIEMIG A — VulDeePecker

« (L1 baseline
- TRA: TRIBEUEKENSRERY) R, TJeeSixliREERMA; tokens FHIAEER
FRAIBEOR L &
— ETNGTHEHEZMNERERD2E — TBCNN

- UM BB UIBEER
- BRA: TREIARFERERRK, ERHSRIEENT BRI RIE,

. YAt
- BRI, AR R, RIUERETRA
- REED R, SRS, NS, ALERETRA

28



» HRRIN PG

RS MR R RIS R, TR R
-

— KIEEME (CPG) +EHEMZ (GCN)
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