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— DFS Zwfil

Edge Number | DFS Code
0 (0,1,C,c,B)
1 (1,2,8,3,A)
2 (2,0,A,b,C)
3 (1,3,8,a,A)
4 (3,4,A,¢,C)
5 (4,1,C,b,B)
6 (4,2,C,cA)
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Edge Number

Example 1

Example 2

Example 3

Example 4

0

(0,1,C¢,B)

(0,1,C,B)

(0,1,C,c,B)

(L2,84,A)

(13,828,A)

(O,Z&b,A)

(1,3,B4,A)

(2,0,A/0,C)

(3,4,A,,C)

(3,4,A1,C)

(13,B4,A)

(2,1,A,3,B)
(1,4§b,C)
(4,3'C,c,A)

v

(3,4,A<,C)

(4,2§C,A)

(4,1,C,b,B)
(1,2§a,A)

(4,1,Cb,B)

(3,1;Aa,B)
(1,0,8,¢,C)

(2,4,A,c,C)

DA | WIN |-

(4,2,C,c,A)

(2,0,A,b,C)
(1,2§a,A)
(1,48,b,C)

(24A,c,C)

(2101 IbIC)

ap = (ikajks 'i‘r'i,i; 1 E[-ik Je ) 'i‘rj.i;)} and Ak+1 = (ifc+11jﬁ‘:+ls 'i‘r'ik+1 J 'i‘r['ij;+1 Je41)1 '::j:k+1]'

rule 1. if ap is a backward edge, then either of the following holds.

(i) if agi1 is a forward edge, ip11 < i and Jpp1 = ip +1;

(ii) if a1 is a backward edge, igy1 = ip and Jp < Jri1.

rule 2. if ay 15 a forward edge, then either of the following holds.

(i) if agy1 is a forward edge, ixi1 < jr and jri1 =

gk +1;

(i) if ag+1 @5 a backward edge, ip11 = ji and jpi1 < 1.
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ay = (iﬂ-! Ja Iia , Il’h.'iﬂ! 'i".’.-:a) and by = (ibsjb! Eih! El’-i;..:ia’]s I.fh)
(1)

f

ﬂt<bt:<

L

(i)

trueif a; € Eqp and by € Eg ;.
trueif at € Eqp, bt € Egp, and jo < jp.

true if a; € Ea,f, by € E'g,f, ia = ip, Ui,

ap = b, for 0 < k< m, andn = m.

1

ip

for some t,0 <t < min{m,n}, wehaveay, = by for k < t, and*

trueif ap € Eap, by € Egp, jo = Jp, and i, j.) < l(.5)
trueif ap € Eq 1, by € Eg r, and iy < iq.
trueif ap € Eq 5, by € Eg g, ia = ip, and l;, <.
and Ui, 5.) < iy jy)-
trueif a; € Ea,f, by € E'g,f, lg = ib, Igja = I@b, I(?‘ia,ja) = I(‘ib,fb)! and Ija < gjb'

Edge Number

Example 1

Example 5

Example 6

0

(0,1,C,c,B)

(0,1,A,3,B)

(0,1,8B,c,C)

(1,2,B,a,A)

(1,2,8B,c,C)

(1,2,C,b,A)

(2,0,A,b,C)

(2,3,C,b,A)

(2,0,A,3,B)

(1,3,B,a,A)

(3,1,A,a,B)

(2,3,A,¢,C)

Example 1 < Example 5 < Example 6

(3,4,A,c,C)

(3,4,A,c,C)

(3,0,C,b,B)

(4,1,C,b,B)

(4,0,C,c,A)

(3,4,C,c,A)

Q0B WIN (-

(4,2,C,c,A)

(4,1,C,b,B)

(4,0,A,a,B)
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10: D+« D-e;
11:  if D] < minSup:
12: break;
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gSpan: Graph—Based Substructure Pattern Mining

Android Malware Familial Classification and
Representative Sample Seclection via Frequent

Subgraph Analysis
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