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TABLE 1. Performance indices of Android malware detection.

Indices Description
Precious L
TP+ FFP
Recall rr
cea TP+ FN
2 % Precious * Recall
F-measure -
Precious + Recall
TP+ TN
Acc

TP+TN+ FP+ FN
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TABLE 2. Overview of datasets used for our system evaluation experiments.

Malware Benign
Dataset

Number Description Number Description
#Drebin 5,560 From Drebin[5] (2010 to 2012) 5,945 From Androzoo[28] (2010 to 2012)
#AMD 20,843 From AMDI[6] (2010 to 2016) 20,519  From Androzoo[28] (2010 to 2016)

TABLE 3. Detection performance results with different TABLE 4. Detection performance results with different
algorithms on #Drebin dataset algorithms on #AMD dataset
Algorithm  Precious Recall F-measure Acc Algorithm  Precious  Recall F-measure Acc
KNN 0.90 0.96 0.93 0.92 KNN 0.95 0.97 0.96 0.96
RF 0.97 0.95 0.96 0.96 RF 0.99 0.98 0.98 0.98
SVM 0.94 0.94 0.94 0.94 SVM 0.97 0.97 0.97 0.97

ERFMSIE FRISSER !
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TAELE 5. Overview of the datasets used for comparative experiments with

MaMaDroid.
Category Name Date range #sample  #our work  #[3]
. oldbenign 2014 2,992 2,923 2,942
Benign -
newbenign 2017 3.000 2915 2.907
Total Benign 5,992 5,838 5,948
Drebin 2010-2012 5.560 5439 5,518
2013 2013 3,000 2,997 2,873
Malware 2014 2014 3,998 2,987 2,510
2015 2015 2,962 2,886 2,809
2016 2016 2,960 2,923 2,740
2017 2017 3,040 2916 2,830
Total Malware: 20,520 20,148 19,280

TABLE 6. Detection performance on F-measure of our work vs MaMaDroid [3]. As shown in the table, among the 36 test results, 25 of our work are better than
or equal to the MalMaDroid.

Testing Sets
Our work  [3] Our work  [3] Our work  [3] Our work Our work 3] Our work  [3]

Training Set Drebin&oldbenign ~ 2013&oldbenign  2014&oldbenign  2015&oldbenign  2016&oldbenign - 2017&oldbenign
Drebindoldbenign 0.97 093 0.73 0.84 0.60 0.80 0.59  0.82 0.55 0.78 044 0.51
2013&oldbenign 0.78 0.67 093 090 0.79  0.87 0.67 0.73 068 0.70 0.29 020
2014 &oldbenign 0.90 045 0.90 0.2l 091 092 0.89 0.76 086 0.72 061 022

Drebin&newbenign ~ 2013&newbenign  2014&newbenign  2015&newbenign  2016&newbenign 201 7&newbenign
20154&newbenign 0.97 094 097 097 096 093 0.94 093 090 091 0.73 0.57
2016&newbenign 0.93 0.3 0.9 0.92 0.96 0389 0.95 091 094 094 0.89 084
2017 &newbenign 0.97 (.61 0.93 0.80 0.88 035 0.85 (.85 090 092 0.93 092
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TAELE 7. Runtime performance of our work vs MaMaDroid [3].

Group Min(second) Max(second) Mean(second)  Mean ratio

[3] our work [3) our work [3]) our work  [3]):our work
2010-2012 1.56 0.01 165.69 6.42 15.70.72 21.8
*2010-2012 1.56 0.01 165.69 6.42 15.70.72 21.8
2013 1.56 0.01 46222543 33.69 1.61 21.0
#2013 1.56 0.01 462.22 543 33.69 1.61 21.0
2014 4.53 0,07 546.19 12.45 33.152.00 16.6
*2014 4.53 0,07 546.19 12.45 33.152.00 16.6
2015 047 0.05 7162.13 12.45 160.32 2.68 59.7
#2015 0.470.05 1341.46 12.45 40.3 2.68 15.0
2016 3.61 0,04 12770.95 14.77 374.01 3.97 94.2
*2016 3.610.04 1459.54 14.77 87.213.97 22.0
2017 0.94 0.02 4092.77 15.37 103.98 6.56 15.7
*2017 0.94 0.02 515.75 15.37 64.21 6.56 98
Total Mean: 120.14 2.90 41.4
*#Total Mean: 45.70 2.90 15.6

note: the groups that marked with * mean the experiment results after

removing files with the analysis time of more than 20 minutes
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