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states i1 = {A, B,C,D, E, F}

action MEM—RERT—={A->B,C->D, ...}
‘reward 521 LB cost
policyfi = e IEFZEERIBEE {A-> C -> F}
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BoE 14.4: Q%3 — MR AERAIN FFE 0 FIRIE T
WA REZER S, HFEFRIA HNFEy, FIARa Initialize Q table

1 BT L Q(s, a); - -
2 Vs, Ya,m(als) = ~+| Choose an action a
3 repeat sk
s | MGILRIEIRE s; Perform action
5 repeat 4
o fERE s, EFENEa=n(s); Measure reward
7 WATENEa, SRR 20 r fIFHIRE o' 7
8 Q(s,a) + Q(s,a) +a(r+~rmaxa' Q(s',a") —Q(s.a))i L Update Q
9 8+ &

10 until s A& ERKE;

At the end of the training
11 until ¥s,a, Q(s,a) 4,

With: 5% w(s) = argmax, | 4 Q(s,a) ‘s Good Q*table a“

BETHRFRESBEHQME:
Q(S,A)Q(S,A)talr+ymax, Q(S’ ,A’ )-Q(S,A)l
—o: FEIF
-v: ZiRZRH 10




BNl ==

C0 L iR =

| I . FHBES = +2
L THEEES = +10 (NISER)
. T2 =-10 (IZESR)

-----

H46 0

— Ly 0 0 0 0

I 0 0 0 0

PA R 1 P 0 0 0 0

AT 0 0 0 0

— HEG % 0 0 0 0

11



BNl ==

R
Tk

0 IR 0

—ByiEE 0 0 0 0 —ByhlE 0 0 0 0
P 0 0 0 0 p 0 0 0 0
PRI 0 0 0 0 PIERIEE O 0 0 0
A 0 0 0 0 SET 0 0 0 0
—HEDIE O 0 0 0 —HEDIE O 0 0 0

12



BNl ==

I?*Ui

ZE(Exploration)
« MBFHFLRFRBEREZER
- HZHIREZESAIFS I REXIREINIXSEHARF
— FA(Exploition)
- IRIBIRIERMBRIERR
s EARENRRAANIREEBKIARMPIRXL

13



BNl ==

* £ —greedy

- §iXA « MEHITIRE, B(1- < )HRRMNAEFZSINEUE

Exploration

We don't know anything about our environment,
we must do only exploration

*U % We know a lot about our environment,
we must do only exploitation

Exploitation
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Algorithm 1 Deep Q-learning with Experience Replay
Initialize replay memory D to capacity N
Initialize action-value function () with random weights
for episode = 1. M do
Initialise sequence s; = {x} and preprocessed sequenced 1 = ¢(s1)
fort = 1.7 do
With probability € select a random action a;
otherwise select a; = max, Q*(¢(s¢), a:6)
Execute action a; in emulator and observe reward 7; and image x4
Set 5,11 = s, ay, x44q and preprocess oy = O(Sp11)
Store transition (¢, ag, 7, G¢vq) in D
Sample random minibatch of transitions (¢;. aj, ;. ¢j41) from D

Set y; = { rj : ! for terminal c:.ij |
r; +ymaxg Q(jq1,a’;0) for non-terminal ¢; | |
Perform a gradient descent step on (y; — Q(¢;, a;; 0))* according to equation
end for
end for
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Fig. 4. Details of the AE-RL algorithm for the training and prediction phases.
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Hegre Kernel Kernel Boost (N0 Dueing
SVM DRL AE-RL

m Accuracy 0.6602 07560 0.8065 07391 07676 07531 07831 07875 07372 0.7788 0.8000 0.8016
mF1 0.6066 0.7295 0.8056 0.6909 0.7284 07044 07429 07633 06898 0.7358 0.7600 0.7940
® Precision 0.6570 07622 0.28130 07708 0.8252 07728 08262 08094 06661 08206 08100 07974
B Recall 0.6602 0.7560 0.8065 07391 0.7676 07531 0.7831 07875 07372 0.7788 0.8000 0.8016

Fig. 7. Aggregated performance scores for all models (NSL-KDD dataset],
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G. Caminero, M. Lopez-Martin and B. Carro/Computer Networks 159 [(2019) 96-109
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0,00
FI'E{II.IE‘I"IC\F Accuracy F'recislon Recall
m NORMAL 53,46% 0,9056 0,3943 0,8603 0,9322
B DOS 36,46% 0,8873 0,8326 0,8183 0,8474
m PROBE 9,25% 08775 0,4019 0,4976 03371
B RZL 0,79% 0,9405 0,6851 0,7930 0,6031
mU2R 0,04% 0,9697 0,1365 0,0914 0,2700

Fie. 8. One vs. Rest performance scores for the AE-RL model apolied to the NSL-KDD dataset.
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W Accuracy 0.7749 0.7799 0.7425 0.7926 0.8016
mFl 0.7529 0.7723 0.6953 0.7645 0.75940

Fig. 9. Performance metrics of AE-RL compared to the performance metrics of other ML algorithms + over-sampling method (NSL-KDD).
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