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.super Lijava,lang/Cbject;
.gource "Test.java"

a pukblic static void main(String[] args) { 4
5 System.cut.println("Hslle Forld!"): s
- 1 - # direct methods
- - .method public constructor <init>»()V
.} . .registers 1
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- .prologus
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13 return-void
14 .end method
15
14 .method public static main([Ljava/lang/String;)V
17 .registers 3
18
19 .prolagus
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28 .line &
27 return-void
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Android app is :
compiled and packaged

in a single archive file |
(-apk) that includes the

HinDroid System Architecture

MlAndroid Apps D

app code (.dex file),
resources, assets, and T
manifest file.

Listing 1: An example of smali code

Relationship Analysis
API-Package

r
|

| .method protected —— :(—

2 loadLibs{Landroid/content/ Context ;)V J v | API-CodeBlock

3 .locals ¢ - |

¢ trystarto Smali Codes I : -

5 new-instamce v, an: w Bl!lmdludn | =

mvoke-slalic

() L]lu’hng /Runtime;- >gellulme()L]ln /lang/ Runtime ;
% move-result-object v2

9 comst-string v3, "getprop_ro.product.cpu.abi® Exu'ﬂm
10 invoke-virtual {v2, v3}, Ljava/lang/Rantime;->exec(Ljava/lang/String;) Fm

Ljava/l P m A

java/lang/Process; e

11 move-result-object v2 Ennt’es- l | pp anigh API
12 invoke-virtual {v2}, Ljava/lang/Process.->getinputStream ()Ljava/io/Inp

. .
14 .end method Relations: --> Contain

b‘A Package L." 'Q InvokeMethod

| HIN Constructor |—> Multi-Kernel Learner

-@nﬂi Kernels B»

Detection Report
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o Change the screen-unlock
password

« _Set password rules

o Lock the screen

Smali Code:

2

.method protected

loadLibs (Landroid /content/ Context;)V A PIS
ocals 4

vtry.start.0

new-instance v0, Ljava/io/BufferedReader;

new-instance v1, Ljava/io/InputStreamReader;

invoke-static |], Ljava/lang/Runtime;->getRuntime () Ljava/lang /Runtime; |

move- resul -object vl

1muke =virtual {v2, v3], Ljava lanngunUme, mr:c(Ljava!lannglring;)
Ljava/lang/Process;

move-result -object vl

invoke-virtual {v2], Ljava/lang/Process;->getInputStream () Ljava/io/InputStre

.end method
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: Lorg/apache/http33Hthg
: Lorg/apache/http->Hiial
: Lorg/apache/http->H¥TpE
: Lorg/apache/http->Htt

: Ljava/io/file->getPath()
- Ljava/io/file->setReadOnly()
. Ljava/io/file->canRead()
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*%3 —> CodeBlockXx%& ( API-API)

Smali Code:

(=] )
CodeBlock .method protected
loadLibs (Landroid/ content/ Context )V A PIS
Jocals 4
p— . — stry.start.0
( ("'j new-instance v0, Ljava/io/BufferedReader;
v.me'thod new-instance v1, Ljava/io/lnputStreamReader;
invoke-static {], Ljava/lang/Runtime;->getRuntime ()Ljava/lang/Runtime;
API-1 move-result -object vl
~~~~~~~~~~ API-2 | coist=stiing ¥3, "getprop-ia. productepiabi” o«
API-3 invoke-virtual {v2, v3}, Ljava/lang/Runtime;->exec(Ljava/lang/String;)
Ljava/lang/Process;
.end method_ move-result -object v?
(———/J.)) invoke-virtual {v2], Ljava/lang/Process;->getInputStream () Ljava/io/InputStre
S .end method
@
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- X%4 -> InvokeMethodXx% ( API-API)

Smali Code:

(=]

.method protected

loadLibs (Landroid/ content / Context ; )V A PIS
Jocals 4

stry.start.d

new-instance v0, Ljava/io/BufferedReader;

new-instance v1, Ljava/io/InputStreamReader;

invoke-static {], Ljava/lang/Runtime;->getRuntime ()Ljava/lang /Runtime; |

move-result —object v2

..............................................................

invoke-virtual {v2, v3}, Ljava/lang/Runtime;->exec(Ljava/lang/String:)
Liava/!lang/Process;

move-result -object vl

invoke-virtual {v2], Ljava/lang/Process;->getlnputStream () Ljava/io/InputSre

.end method

1invoke-static: ARAXFINFEERE
2.invoke-virtual:if LGB ETT %

3.invoke-direct: ERXFIKEIEIX
4.invoke-super: FARASFIRIZEFTE

5.invoke-interface: ARAFIEORX
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M, r=AIAT AIAT
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~Table 2: Performance indices of Android malware detection

Indices

Description

TP

TN

FP

FN
Precision
Recall
ACC

F1

# of apps correfctly classified as malicious

# of apps correfctly classified as benign

# of apps nﬁstz{kenly classified as malicious
# of apps mistafkenly classified as benign
TP/(TP + FP)

TP/(TP + FN)

(TP + TN)/(TP + TN + FP + FN)

2 = Precision * Recall /(Precision + Recall)
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Table 3: Detection performance evaluation

F1 B ACC TP FP TN FN

PID Method
1 AAT 0.9529 0.1069 94.40% 283 19 189 19
2 ABAT 0.9581 0.0900 95.00% 286 9 189 16
3 APAT 0.9495 0.0858 94.20% 273 0 198 29
4 AIAT 0.9183 0.0623 90.40% 270 16 182: 32
5 ABPBTAT 0.9479 0.0670 94.00% 273 1 197 29
6 APBPTAT 0.9502 0.0565 94.20% 277 4 194 25
7 ABIBTAT 0.8683 0.0639 84.60% 254 29 169 48
8 AIBITAT 0.8722 0.0639 85.00% 256 29 169 46
AAAAAAAAA 944..AAA.UAPmTAT“U.U.A,4.“.A.AAo.33734.U.A,,0.0,4454.“u.,31.20%4“A.AA242,M..34.U..,u164f.u..,.60“.“.““.,
10 AIPITAT 0.8761 0.0572 86.60% 237 2 196 65
11 ABPIPTBT AT 0.9184 0.0616 90.80% 259 3 195 43
12 APBIBTPTAT 0.8597 0.0617 84.60% 236 11 187; 66
13 ABIPI"BTAT 0.9284 0.0426 91.80% 266 5 193 36
14 AIBPBTITAT 0.8237 0.0426 82.60% 218 3 195 84
15 AIPBPTITAT 0.8597 0.0469 81.60% 215 5 193 87
16 APIBI"PTAT 0.8597 0.0458 84.60% 236 11 187 66
17 Combined-kernel (5) 0.9214 - 91.20% 258 0 198; 44
18 Combined-kernel (16)  0.9740 - 96.80% 300 14 184
19 Multi-kernel (5) 0.9834 —— 98.00% 297 5 193 5
20 Multi-kernel (16) 0.9884 —_ 98.60% 299 4 194
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Table 5: Comparisons with other mobile security products

Family Sample # Norton Lookout CM HinDroia
Lotoor 78 75 74 76 78
RevMob 52 46 50 48 52
Malapp 33 29 32 30 33
Fakebank 31 29 30 29 30

""""" Generisk 20 20 20 290 |29 |
GhostPush 19 15 16 18 18
Fakegupdt 16 15 14 14 16
Danpay 21 19 20 20 21
Hidelcon 12 11 9 8 12
Idownloader 11 10 9 9 10
Total 302 278 283 281 299
DetectionRate — 92.05% 93.71% 93.05%|99.01%

Feor the comparisons, we use all the latest versions of the mobile security products (i.e., Clean
Master (CM). 2.08, Lookout: 10.9-7f33b3e, and Morton: 3.17.0.2205)
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