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« HTTPIMY
HTTP2Hyper Text Transfer Protocol ( #8307 {&i
Y ) BE5. RRAFMAWWWIIRSS 28158 SRS Z4x b
W EEREIXTNY, HME T P infiiRS 2515 KA N IR
« SSL/TLSHMY
SSL (Secure Sockets Layer, S2E#HE) , RHI
{¥& TLS (Transport Layer Security, ZHEY%E)
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| HTTP _ |
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HTTPS : S£BMEiXmY, (HTTPS, Hyper

Text Transfer Protocol over Secure Socket
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« TLSIEFIMY

TLS EFIMYRTLSTMYPRESRNMERERFIINMNY. TLS IEF
MYXESREZH/iLZNE . SHGIEARESH.
TLSIEFIZS5 A 00F):
» Full Handshake: #i#2#EF, C/SWAMNER BRI TLSER;
» Resume session Handshake: C/SWHABEEITERE, Bix
W7, TLSEEERARERE, REMNITIHEFREZNTRILTLSIER;
> Server Re—negotiation Handshake: E&#1U 7 TLS&EHRE, B
serverii A 7T RERA(LLINS ) S REMVBAHITIE, BRESEHN
TR IEFIRIE;
> Client Re-negotiation Handshake: E&#1ITLSi%#E, {Bclient

i Y7 RERRSREFHNE, RENITBHEFRE

12"~



TLS/SSLTIERIE

» TLS/SSLEFIHMY

Client Hello — gg@iﬁﬁ%jﬁg%%%éfgf —>
R REFEESY ——— Server Hello
— REBREBERLE M —— Certificate
— BEBERESWMABRE ——— Certificate Request
B9 BBATER T PLFE ———! Server Hello Done
Certificate — g)hl'ﬁfiﬂﬂﬁf%iiﬁﬁﬁam E—
Client Key Exchange |———o % PR e —
[Change Cipher Spec] f——— BNRFFETVHRENETR ——Pp
P e BWBESR, KEETF
Finished RAF RS B >
— BREFHIBREMFETR —— [Change Cipher Spec]
RFB[BHELER, REETF .
—— RERHRE AR — Finished
Application Data p— VL eeS —»| Application Data
5 v Ik 55 4
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« Client Hello

4 Handshake Protocol: Client Hello
Handshake Type: Client Hello (1)
Length: 218
UEPSiDn:r?LS 1.2 (8x0383)

4 Random: e534284411829%eae2ac386656cc942 6bB6574d8e7bod. . .
GMT Unix Time: Nov 9, 2091 06:16736.000000000 il
Random Bytes: |[f182%eae2ac3B605 868574d8e7bBdf1%ecdasb. ..

Session ID Length

Cipher Suites Length: 36

4 Cipher Suites (18 suites)

Cipher Suite: Reserved (GREASE) (@xeaea)

Cipher Suite: TLS_ECDHE_ECDSA WITH CHACHA28 POLY1385 SHA256 (@xcca9) g§§{ﬁ%i§§4q:g7U§§g

Cipher Suite: TLS ECDHE_RSA_WITH CHACHA28 POLY1305 SHA256 (@xcca8)

Cipher Suite: TLS_ECDHE_ECDSA WITH CHACHA20 POLY1385 SHA256 (@xccld)

Cipher Suite: TLS_ECDHE_RSA_WITH_CHACHA28 POLY1305 SHA256 (@xccl3)

Cipher Suite: TLS ECDHE_ECDSA_WITH_AES 128 GCM_SHA256 (@xc@2b)

Cipher Suite: TLS_ECDHE_RSA WITH AES 128 GCM SHA256 (B8xc@2f)

Cipher Suite: TLS_ECDHE_ECDSA WITH_AES 256 GCM_SHA384 (@xc@2c)

Cipher Suite: TLS ECDHE_RSA_WITH AES 256 GCM_SHA384 (@xc838)

Cipher Suite: TLS_ECDHE_ECDSA_WITH AES 128 CBC_SHA (@xc@89)

Cipher Suite: TLS_ECDHE_RSA WITH_AES 128 CBC_SHA (8xc®13)

Cipher Suite: TLS ECDHE_ECDSA_WITH AES 256 CBC_SHA (9xc@8a)

Cipher Suite: TLS_ECDHE_RSA WITH AES 256 CBC_SHA (@xc®814)

A R 12 (Random_C)
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Sever Hello

—

4 Handshake Protocol: Server Hello ! ‘
Handshake Type: Server Hello (2) il&ﬁiﬁ_*ﬂﬁ(Random_S)
Length: 76
Version: TLS 1.2 (0x0383)
i R RS U

4 Random: ec9eB8ah7498f11b57df87d6275335d991faeZcTE@B5914ab5. ..
GMT Unix Time: Oct 19, 2095 05:52:557006000000 b EFTEHE]
Random Bytes: 498fl1b5?df8?dE2?5335d991fac2cfEE59143b5??4ff22§u<f’[’//-
Session ID Length: @
Cipher Suite:|TLS ECDHE_RSA WITH_AES 128 GCM _SHA256 (xc02f)
Compression Method: null (@)

Extensions Length: 36
» Extension: server name (len=0)

Sever Hello iHERBRE X 2 RFBE|IXFENIERFSHIZXDE

Pim. iHEB%SH5SCClient HelloZfl, RRGTFRERRBIS—
TIEIR,
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Certificate

4 Handshake Protocol: Certificate
Handshake Type: Certificate (11)
Length: 3666
Certificates Length: 3663

4 Certificates (3663 bytes)
Certificate Length: 2524
4 Certificate: 308209d8308208c0ab03020102020c4T58ebff16c9da8ceS5... (id-at-commonMame=baidu.com,id-at-organi
4 signedCertificate
version: v3 (2)

» Y
serialMumber: @xAf58ebffl10c9daBce591c2le )I%'[,IE:E] EF[ E/\J/ZA\%E
b signature (sha256WithRSAEncryption) Sk LA Ny
b issuer: rdnSequence (8) jjlﬁélil g):l iﬁ
b owvalidity
» subject: rdnSequence (@)
4 subjectPublicKeyInfo

4 glgorithm (rsaEncryption)
Algorithm Id: 1p2=
4 subjectPublicKey: 398291Ba92828191BBC899Bf9b42debfazf4b21358dce4ce...
modulus: @xB8cd
publicExponent: &5537

Sever Hello Done

R e S S W e g p Ty e
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4 Handshake Protocol: Server Hello Done
Handshake Type: Server Hello Done (14)
Length: @




TLS/SSLIIERIE
-+ Client Key Exchange

4 Handshake Protocol: Client Key Exchange

Handshake Type: Client Key Exchange (16) )I%iﬁiﬁ‘]ﬁjﬁ?[ﬂi&
engeh: o6 R A B I
4 EC Diffie-Hellman Client Params
Pubkey Length: 65

Pubkey:| 848dce2f2add@d83ded5291442352d751d503d566e98d37e. . .

fENTIED

1. WIEEPB2EET, W0SHEME M. SEIBTEISF.,
2. ER— T BEVLE (MMEZHPre—-Master ) -

3. BT HEVEBMIES R IRSHAHFITINE,

ZEt, RFZRAOZPiREIAE TIHHELHARARNREE:
AT IAMEENE: Random_CfIRandom_S, FiF* XA
Pre-Master,

=ZREHA (WUHREH ) key = Func(Random_C,
Random_S, Pre-Master).
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Change Cipher Spec

4 TLSv1.2 RECDPd Layer: Change Cipher Spec Protocol: Change Cipher Spec
Content Type: Change Cipher Spec (28)
Version: TLS 1.2 (8x0383)
Length: 1
Change Cipher Spec Message

Finished

4 TL5v1.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x8383)
Length: 48
Handshake Protocol: Encrypted Handshake Message

Change Cipher Spec: ®iE—/MAMERFMEE, &5 bl HiZ
5 I IE R RSS2 o S A5 A K FH P v ) ai 45 55 BA A hn % S vkt
1Tjjﬂm3\_'f|:lo

Finished: HHEMAKEE®REREFCLTEMN, HENEHINE.
fEMclient hello— B 2| IAE I IER E, 7 LhikserveriiE#E T
R 2R =TT B
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