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- the minority consisting of few instances
- attribute-values that are very different from
those of normal instances
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— separating an instance from the rest of the

INstances
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Algorithm 1 : iForest(X,t,1)

Inputs: X - input data, ¢ - number of trees, 1/ - subsampling size
Output: a set of t iTrees

1: Initialize Forest

2: forz=1tot do

3 X'+ sample(X, )

1:  Forest + Forest JiTree(X')
5. end for

6: return Forest
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Algorithm 2 : iTree(X’)

Inputs: X' - input data
Output: an iTree
1: if X’ cannot be divided then
2:  return ezNode{Size + | X'|}
3. else
4:  let @ be a list of attributes in X’
5. randomly select an attribute ¢ € ()
G

randomly select a split point p between the maz and min values of attribute
g in X'

7. X;+ filter(X',q < p)

8: X, « filter(X',q = p)

9:  return inNode{Left + iTree(X;),
10: Right + iTree( X,),
11: Split Att + q,

12: SplitValue + p}
13: end if
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(a) Original sample
(4096 instances)

(b) Sub-sample
(128 instances)
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Algorithm 3 : PathLength(z, T, hlim,e)

Inputs : x - an instance, T' - an iTree, hlim - height limit, e - current path length;
to be initialized to zero when first called
Output: path length of x

- if T 1s an external node or e > hlim then

return e + ¢(T.size) {c(.) is defined in Equation 1}

1
2
3. end if

1: a < T.split Att
5:
G
K
B
9

if x, < T.splitValue then
return PathLength(z,T.left, hlim,e+ 1)

- else {x, = T.splitValue}

return PathLength(z,T.right, hlim,e+ 1)

- end if
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0.55

(a) hlim = 6, :
points surrounding both clustprs are treated as anomalies. (b) hlim =1,
Note that there is a contour line of 0.55 inside the small dense cluster. the small isolated cluster and the surrounding points of the large cluster are treated as anomalies.
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ORCA
- BT BRSNS
- SVM

e TN [ il ooy
_ E q: ﬁ % E i B’] 7T # *_L IL“ Http 567497 3 (

class 4 (0.9%) vs.class

ForestCover 286048 10
- (Local Outli ) :
LOF Loca OUt Ier FaCtor Mulcross 262144 4 2 clusters(10%)
T Z (=] 4c2e ) Smtp 95156 3 attack(0.03%)
- E:F%E B’]gimlﬁ#*—L lll Shuttle 49097 9 classes 2,3,5,6,7(7%)
Mammography 11183 6 class 1(2%)
i RF ( RandOm ForeSt ) Annthyroid 6832 6 classes 1,2(7%)
Eq:ﬁﬂerﬁu B’] (=] H* I feren Satellite 6435 36 CI?;:STE?(I;eZS;)
—_ \ g
> ;:I: 7T % _L Pima 768 8 pos(35%)
Breastw 683 9 malignant(35%)
classes
Arrhythmia 452 274 03,04,05,07,08,09,14,
15(15%)
lonosphere 351 32 bad(36%)
hbk 75 4 14 points(36%)
wood 20 6 6 instances(30%)
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rank# | iForest Orca SVM LOF RF

1 14 14 1 14 12

2 12 12 3 47 14

3 13 11 4 68 13

4 11 13 7 16 11 re

5 10 7 10 61 4 S

6 4 47 11 34 9 “]pfx

7 T 4 12 53 1

] 1 3 13 12 10

9 2 1 14 52 7

10 8 10 16 42 6

11 9 6 43 ar 3 .

12 3 70 44 75 8 g

13 5 53 47 44 2 ko

14 6 25 49 36 5 1%9%

15 47 68 60 31 43 -

16 52 43 68 70 22 .

17 68 8 2 62 61

18 53 2 5 30 20

19 43 62 6 35 38

20 60 5 8 43 rank# | iForest Orca SVM LOF RF
1 19 19 10 19 11
2 8 8 11 8 10
3 10 6 12 6 13
4 4 4 19 4 8
5 6 10 1 7 7
6 20 7 2 10 4
7 12 12 3 12 12
] 7 11 4 18 0
9 11 9 5 13 19
10 13 13 6 11 6
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AUC

=@=iForest ==@=Q0ORCA =@=SVM LOF -

Time(seconds)

| Forest | ORCA | SvM | LOF | RF
rin L Eal L Total L

Http 0.25 15.33 15.58 9487.47 35872.09 *
ForestCover 0.76 15.57 16.33 6995.17 9737.81 224380.19 ok
Mulcross 0.26 12.26 12.52 2512.2 7342.54 156044.13 ok
Smtp 0.14 2.58 2.72 267.45 986.84 24280.65 ok
Shuttle 0.3 2.83 3.13 156.66 332.09 7489.74 k*
Mammography 0.16 0.5 0.66 4.49 10.8 14647 ok
Annthyroid 0.15 0.36 0.51 2.32 4.18 72.02 ok
Satellite 0.46 1.17 1.63 8.51 8.97 217.39 *x
Pima 0.17 0.11 0.28 0.06 0.06 1.14 4.98
Breastw 0.17 0.11 0.28 0.04 0.07 1.77 3.1
Arrhythmia 2.12 0.86 2.98 0.49 0.15 6.35 2.32
lonosphere 0.33 0.15 0.48 0.04 0.04 0.64 0.83
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Trained with Trained with
Normal instances | Normal instances
only and anomalies
Http 0.99 1.00
ForestCover 0.82 0.87 AUC
Muleross 1.00 0.96 e
Smtp 0.88 0.89 1 %W’_.
Shuttle 1.00 1.00 0-5
Mammography 0.89 084 | " vh e e o
Annthyroid 0.90 0.84 o SIS @@ P I
Satellite 0.78 0.73 v
Pimﬂ. D *Tg U‘ ET ==@="Trained with Normal instances only
Ereastw 1 *DD l:]' 98 =@=Trained with Normal instances and anomalies
Arrhythmia 0.82 0.81
lonosphere (¢» = 128) 0.91 0.83 23
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