Beijing Forest Studio @ :
ITRBITXZEERARGEHMEE DI a”ég

Android ﬁﬂm ililll.*lj

i tHRE FIhth
2017108198




Bt X0iR
- BN
- BIKPE

«  APKX A 4miF

— RImERIE
— X548
EilRIBS A
— FainZER

— HFFEE
¥ SE 41

— INIE 2B AR SS
— IR UBINIT
— [ElEREBS
— Drozer



B 5l AR



EhibADiR

+ YEAPPR—TAPKE4 S, §

iPE S 7 APPIETTPR

wmElAER
- 8. FR. BENXF---
- YFAPPOERBIEEMZE—TAPKEHI. BE4E01IRE2
 Dalvik@Google2A8&/AANndroidESiszit BRI,
o] 3z¥5 JavaT & iRk R ZFDalvik oT TSI
(dex)BFINAER, EESRNFMNLERREZRERSSA




- APK

— AndroidZE8, NE2—TzipXF, iETHBEEREZEUNZIp.

Dex

— Dalvik VM executesBifEifik, HAPKNMHRERRFE,
Dalvik ENiEE I Dex X HRiZfTAPPER

- Smali

- BAPKMAZR U REFEZSEMFNE, EIFICRIESHER
HENIES, PREFRNEGIRIE, 2AndroidEIAVLPR{ERA

HSFEIES

« Jar

— HDexMtRmFEINEENE, 2HAUERERIFERN
MiTIERFR, HPBIS T2 1 .class¥tt, 8— 1 .class— 1T,
SR — IR EINEE o



-7\ o gt
- R#miF
— i
o FRSIE IR
 DSEINETTPRN A



APKXITR4miF

3

APKM R %miF



o APKM{F45%
— AndroidManifest.xml
- classes.dex
— assets
— lib
- META-INF
- res
— resources.arsc
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AndroidManifest. xml

<?xmlversion="1.0"encoding="utf-8"2>

- R4miFERIEIEE
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TRz ndroidl®*http: //schemas.android. com/apk/res/androic

zywx.wbpalmstar.widgetone.WidgetOnelpplication HnEE
droid.intent.action.VIEWEEREREcztegor yRlMEEzndroid. intent. c
ar.base.ACEContentProviderfiii?org. zywx . whpalmstar.plugin. ue
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<manifest>

<uses-sdk/>

<uses-configuration/>

<uses-feature/>

<uses—-permission/>

<permission/>

<{permission-tree/>

<permission-group/>

<instrumentation/>

<supports-screens/>

<

<activity>
<intent-filter>

<action/>
<category/>

</intent-filter>

</activity>

<gervice>
<intent-filter></intent-filter>
<meta-data/>

</service>

<recelver>
<intent-filter></intent-filter>
<meta-data/>

</receiver>

<provider>
<grant-uri-permission/>
<meta-data/>

</provider>

</application>
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AndroidManifest. xml

- BEXFNER

— allowBackup

— debuggable

— sharedUserld

— activity

— service

— receiver

— Provider

— uses—permission

— permission: protectionlLevel
* Normal
- Dangerous
- Signhature

- signatureOrSystem 11
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[public class MainActivity extends AppCompathAcetivity  {

BOverride

protected wvolid onCreate (Bundle  savedInstanceState)
super.onCreate (savedInstanceState) ;
setContentViewqR.laycut.acti?ity_main*;
Button button =  (Button) findvViewById(R.id.button) ;
button.setOnClicklistener (new View.OnClickListener () -{

Y 1 l .
\1%’11:{F3 BOverride
D/ - | public void-onClick(View -v) - {

Toast.makeText (MainfActivity. this,
"you-clicked -button™, Toast.LENGTH_ SHORT) .show () ;

Y

1
package -com.example . .guolin.androidtest;
import -android.os.Bundle;
import -android. support.v7.app.AppCompatictivicy
import -android.view.View;
import -android.view.View.OnClickListener:
import -android.widget.Button;
import andrnid.widget.Taast4
pubklic-class -Mainfcrtivity
extends - AppCompatActivity

Xl
Ch
1
all

I{
protected -void -OnCreate (Bundle -paramBundle)

[ A

super.onCreate (paramBundle) ;

{(Button) findViewById(z212314%2
| {
public . -void .onClick(View -parafnonymousView)
| {
Toast.makeText (Mainfctivity.this,"yvou -clicked -button”,0).show()
}
By
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« Activity
- —TActivity@BE2—TERNERS (&G0 )
— ActivityzigliEidIintenti# 1713
- 8T Activityg#bnZEx AndroidManifest.xmliic
BXAPEHE, SNREFARAMBAAITIZACvity
- Service
— Servicen AMP:
started(startService)/bound(bindService)
- ServicelBENTFIEEI1E1T, E—RARESHPZHE
HittServiceHFigBEEAHP R Serwceﬂﬁaﬁ
G4 EServiceEZE, ServicedAF@d=HTF NHIDA
HiREE 8 IRFZ kR EEMAAFNEITIAE
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- Content provider
— Hithw Ao LA@E ContentResolver EMizNFiR{EE
tpIRENS 17 A BUE
- REFEEZ TNARFIHRZIEN T EENSIRMSE
— ContentProvidersceli#iEHE =, ContentProvider
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- Broadcast receiver

— WIMNSBEHFRITIINE, RWWENKBHRIINEEFHITIZIG

fSUH Die) iz
— WibiEMAL: BRNSEMIANdroidManifests &
E%'L‘a\liﬂﬂ.
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o HEFINIELEARSS
~ BHEEH: Intent.getXXX()
— BRARF
- EfiFIntent.getXXX()FEM{IE
%EIJL'ﬁE'T?] HBHRIEHF [ exportedEtEAtrue ]
- AlMTREHITREMIEKX [ try...catch]
— miER F!
- SERAAFELEIntentfiNEIENNE, 2HHITRE
X, WEEIBEDNAZXEEE. JEXEHEE
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« WebViewdA 2B 1TiRIE
~ BEm¥: addJavascriptinterface()
— BASF
- {#AaddJavascriptinterfacerfiiiF ol {it
JavaScriptifl fflJavalls
- AndroidZ&RANKF4.2
— imib JRIE
- WebViewf P #laddJavascriptinterfaceriz
FEEMKIR JavaflJavaScripthl3z e, BRimEH iz
BURLRARFETIRG, SEEGSILARRERIJAVA
E, RZSHJavaScripttBuigsH{TESING
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« WebView Filel# 5] 5k B& 51 il

— FHIEEREL:

setAllowFileAccess()/setJavaScriptEnabled()

— AR F

- fIAWebSettings.setAllowFileAccesshi%, &
setAllowFileAccess(true)dig B B RigE(BKIA N
true)

- fIAWebSettings.setJavaScriptEnabledFii%,; i2
& setJavaScriptEnabled(true)

— imiRRIE
- NAREF—B{EMAWebView, BBz EFiletd, HTH
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Drozer
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Drozer

* DrozeriEZR%H
— DrozerollAB M RC/SESHFITH, PCimMPython
5, Agentin@HHjavaE#il. FIAGoogle Protocol
BufferimX{EAERE M. REESH—RMmEN BRI,
RAX—57 LIEglRBAgenttiE=R, &IHPCinitiE
fiEMT

- JE{SMY
— XM R — MR ESINSHCEEEFESIN, TTLART
SHtEEsiTiE, BT C++/Java/Python=%p
iI5S AP,
- SYSTEM_REQUEST/ SYSTEM_RESPONSE
- REFLECTION_REQUEST/
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d=z> run app.package.info —a com.xhl.cog
ackage: com.xhl.coqg
Application Lahel: EQ%SEQ
Process Mame: com.xhl.cqg
Uersion: @1 _.00_0038
Data Directory: Adatarsdatascom.xhl.cqg
APK Path: ~sdatasappscom.xhl.cg—1.apk
UIiD: 18844
GID: [3883, 1828, 1615, 16823, 3001, 38821
Shared Libraries: null d=> run app-provider.info —a com.xhl.cg
Shared User ID: null Package: cum_xhl_cq
Uses Permissions: Authority: com.xhl_cg.sp
android.permission . INTERHET Read Permi=z=ion: null
android.permission . ACCESS _COARSE_LOCATION Urite Permi=z=zion: null
android.permission . .ACCESS_FIME_LOCATION Content Provider: org.zyux.uvbpalmnstar.basze.ACEContentProvider
ﬂndl‘ﬂid.pﬂl‘miSSiDl’l.HCCEEE_FIND_LOCHTION Hultiprucess Allowed: Fal=se
ﬂndl‘ﬂid.pﬂl‘miSSiDl’l.HCCEEEJOC]{_LOCHTION Grant Uri Permission=: False
android.permizsion . ACCESS_NETWORK_STATE *Ref lectedMull’ ohject has no attribute ‘=plit’

dz> run app.package.attackszurface com.xhl.cq
Attack Surface:
18 activities exported
broadcast receivers exported
content providers exported
sepruvices exported
iz debuggahble

dz> run app.provider.finduri com.snda.wvouni

Scanning com.snda.youni...

Could not find dx.

Enzure that dx iz installed and on your PATH. If thiszs error persists pleas
the path to your .drozer_config.

Could not find javac.

Enzure that javac iz installed and on wvour PATH. If this error persists p
dd the path to your .drozer_config.
content://com.snda.youni.providers . DataStructs room

content ://mmz /drafts~
content://com.snda.youni.providers.DataStructs  mypurchase/
content://smz/conversations

content:/ " sms

content : //mms A part
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